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Manscekuii B. O. Po3pobka iatepuer-tuiargopmu s kade «Ady-Ilabi» 3
BukopuctanusMm Laravel ta MySQL. Ksamidikamifina pobora OakamaBpa OIl
«Imxenepis mporpaMHOro 3a0e3neyeHHs» CHeIialbHOCTI «IHXeHepiss MporpaMHOro
3a0e3neyeHHs». JIyIbKuii HaIllOHaTbHUM TeXHIYHUN yHiBepcuTeT. JIynbk, 2025.

Kpanidikamiitna pobora OGakajiaBpa CKJIaJa€ThCs 31 BCTYMY, TPhOX PO3JLIIB,
BHCHOBKIB, CITUCKY BUKOPUCTAHUX JPKEPEIT Ta TO0AATKIB.

VY mepmoMy po3auii MpoaHaIi30BaHO PUHOK 3aKJIAJIB BIAMOYMHKY, 30KpeMa
1HTepHEeT-Kade Ta KAIbIHHUX, BU3HAYEHO MOTpeOy B OHJIAWH-MPUCYTHOCTI TaKUX
3aKyajiB. PO3rissHyTO MpUKIIay aHAIOTIYHUX CAlTiB, IXHI1 CUJIBHI Ta CJIa0K1 CTOPOHH,
110 OOIPYHTOBYE aKTyaJIbHICTh CTBOPEHHSI HOBOTO PILICHHS.

VY apyromy po3ziii BU3HAYEHO BUMOTH J10 (PYHKIIIOHAJIBHOCTI CalTy, OMKUCAHO
nepeBaru BHKopucTtaHHs (peiimBopky Laravel, Blade-mab6nonie Ta MVC-
apxiTekTypu. Po3pobiieHo MapiipyTu3ailito, KOHTpOJIEpH, CTPYKTYPY IIa0JIOHIB 1 6a3u
JaHUX, peaTi30BaHO MEXaHI3MHU 3BOPOTHOTO 3B’ 513Ky Ta 3aXHUCTY JTaHUX.

VY TpeThoMy pO3/ii OMHCAHO MPAKTHUHY peaiizailito Beocailty « AbuDhabiy:
CTBOPEHO aJaNTUBHUI 1HTEepdeElc 13 po3aiIaMu MEHI0, JIOKallid, cepTU(IKaTIB,
KOHTaKTIB, (JOPMOIO 3BOPOTHOrO 3B’S3Ky Ta MaHEUII0 aaMiHicTparopa. [IpoBeaeHo
TECTYBaHHS pOOOTH CalTy, pO3TOPHYTO HOro Ha JIOKaJbHOMY CEpBEPI Ta PO3TIISIHYTO
MUTaHHS O€3MEKH Ta MATPUMKH MPOAYKTUBHOCTI.

Kirouosi ciosa: Laravel, Blade, PHP, BeGpo3po0Oka, inTepHeT-Kade, KaabsHHA,

MySQL, MVC, agantuBuuii nu3aiin, 6e3nexka, REST API.



ABSTRACT

Malsky V. Development of the "Abu Dhabi" Cafe Online Platform Using
Laravel and MySQL. Bachelor's Qualification Thesis of the Bachelor's Degree
Program "Software Engineering” in the field of "Software Engineering". Lutsk
National Technical University. Lutsk, 2025.

The bachelor's qualification thesis consists of an introduction, three chapters,
conclusions, a list of references, and appendices.

The first chapter analyzes the leisure services market, particularly internet cafés
and hookah lounges, and identifies the need for an online presence for such
establishments. Examples of similar websites are considered, with their strengths and
weaknesses highlighted, justifying the relevance of developing a new solution.

The second chapter outlines the functional requirements for the website,
describes the benefits of using the Laravel framework, Blade templating engine, and
MV C architecture. It presents the design of routing, controllers, template structure, and
database, as well as the implementation of feedback mechanisms and data protection.

The third chapter describes the practical implementation of the "AbuDhabi"
website: an adaptive user interface has been developed, including sections for the
menu, locations, certificates, contacts, feedback form, and an admin panel. The
functionality of the website has been tested, deployed on a local server, and aspects of
security and performance have been examined.

Keywords: Laravel, Blade, PHP, web development, internet café, hookah
lounge, MySQL, MVC, responsive design, security, REST API.
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BCTYII

AxrtyanbHicTh TeMu. CyyacHHM pPO3BUTOK 1HQOpPMAIIMHUX TEXHOJOTIN
BIIKpMBA€ IIUPOKI MOXJIMBOCTI JUIsi TPOCYBaHHA Oi3HECY B OHJIAHH-TIPOCTOPI.
BeOcaiiT cTtamum HEBiJl'€MHOI0O YAaCTUHOIO MAapKETHHIOBOI CTpaTerii KOMMaHii,
30KpeMa 3aKJa/iB TPOMAJChKOTO Xap4yyBaHHS Ta BIANOYMHKY, TAKMX SIK KaJIbSHHI.
Kanpsinna «A0y-/1a61», o Mae mokarii B Mictax JIynbk 1 CBITA3b, Iparde NoKpamimuTH
CBOIO MPUCYTHICTD B [HTEpHETI.

[cHyrounii BeOcalT kanbsiHHOT «A0y-/1ab1» (abudhabi.com.ua) mae 3acrapinuit
JMU3aifH, [0  HEraTMBHO  BIUIMBAaE HAa  IMUDK  3aKiagy Ta  HMOro
KOHKYPEHTOCHPOMOKHICTh. PO3p0oOKa HOBOro caiiTy 3 BUKOPUCTAHHIM (PPEUMBOPKY
Laravel Ta 6a3u nanux MySQL 103BOJIUTE CTBOPUTH 3pYUHUHN, IBUAKUH 1 O€3MeUHUINA
BeOpecypc, SKHM BIANOBIAATUME NOTpedaM UIIbOBOI ayauTOpli Ta CIPUATHME
M1JIBUIIICHHIO BI13HABAHOCTI OpEH/TY.

Metor poOOTH € po3podKa CanTy-BI3UTKU I KalbIHHOI «A0y-/{abi», sxuit
BKJIFOYATHMeE 1H()OpMaIiIo PO 3aKJiajl, HOro JIOKalii 3 IHTEpAKTUBHOIO KapTOI0, MEHIO,
cepTudikaTu Ta TE3U, a TAKOXXK MATUME CYYaCHUH TU3aiH 1 ONTUMI30BaHy CTPYKTYpPY
JUTSL 3pYYHOCT1 KOPUCTYBAUIB.

OG’extoM kBamidikaliifHOi poOOTH € Mpolec CTBOPEHHsI BeOcalTy it
KaJIbIHHOI «A0y-/1ab1» Sk IHCTpYyMEHTY MpOCyBaHHs O13HECY.

[IpeameToM poOOTH BHUCTYMAIOTh TEXHOJIOTIT Ta METOAU PO3pPOOKH CcauTy-
BI3UTKHU 3 BUKOPUCTaHHAM (peitMmBopKy Laravel Ta 6a3u mannx MySQL.

JI1s1 TOCATHEHHS IIi€l METH ITOCTABJICHO TaKl 3aBJIaHHS:

— TPOBECTHU aHaJi3 MPEAMETHOI 001acTi, BABYUTH MOTPEOH IIIHOBOI ayAUTOPIi
Ta c(popMyBaTH BUMOTH JI0 CAUTY;

— 00rpyHTyBaTu BUOIp TEXHOJIOTIYHOTO CTEKY, 30Kkpema ppeiimBopky Laravel i
6a3u nanux MySQL;

— CIIPOEKTYBATU apXITEKTypy CalTy, BKIIOYalouu 0a3y JaHUX 1 CTPYKTYpYy

CTOPIHOK;



— peamizyBath (YHKIIIOHQJI CalTy, IO OXOIUTIOE 1H(GOpPMAIiiHI POo3ainH,
IHTEPAKTUBHY KapTy Ta MOXJIUBICTH OPOHIOBAHHS CTOJUKIB 32 HOMEPOM;

— TPOBECTH TECTYBaHHS CalTy Ha BUAMNOBIAHICTh (YHKI[IOHATBHUM 1
He(DYHKITIOHATLHUM BHMOTaM;

— pPO3TOPHYTH CalT Ha XOCTUHTY Ta 3abe3neuntn iioro SEOQ-ontumizariito ams
Kpauioi BUAMMOCTI B MOUTYKOBUX CHCTEMaX.

Y po6OoTi BUKOPUCTAHO METOM aHaMi3y (17151 BUBUCHHS MPEAMETHOI 001acTi Ta
BUMOTI'), TPOEKTYBaHHS (IUIsl CTBOPEHHS CTPYKTypH calTy Ta 0a3u JaHuXx),
porpaMyBaHHsI TECTYBaHHS Ta oNTUMI3aIli (11 3a0e3MeUeHHs] MPOAYKTUBHOCTI Ta
SEO). TeopernuHoro OCHOBOIO pPOOOTH € CydyacHI MIIXOAM JO BEOPO3pOOKH,
nokymeHTanis Laravel, a Takox JitepaTypa 3 IpOeKTyBaHHs 0a3 JaHUX 1 CTBOPEHHS
caiTiB 1 Oi3HECy.

[IpakTuyHa MIHHICTH POOOTH MOJSTAE Y CTBOPEHHI TOTOBOTO BEeOCAWTy, KU
MOXKe OYTH BHKOPHUCTAaHMM KalbsiHHOIO «AOy-J[a0i» st 3aimydeHHs] KIIEHTIB 1
MIJBUILLIEHHS KOHKYPEHTOCIPOMOXHOCTI. Pe3ynbTaT poOOTH TakoXX MOXKYTh OyTH
3aCTOCOBaHI1 /I PO3POOKH aHAIOTTYHUX CAMTIB JJIs THIIMX 3aKJIaJlIB BIATIOYMHKY YU
IPOMAJICHKOTO Xap4uyBaHHS.

AnpoOariist pe3yapTaTiB poOOTH:

— Andrushchak Igor, Malsky Vladyslav adjustment of security elements of
computer networks based on virtual technology private network Proceedings of the
XXI International Scientific and Practical Conference. Krakow, Poland. 2025;

— Andrushchak 1., Malsky V. Step-by-step analysis of security features of
modern content management systems. Proceedings of the XX International Scientific

and Practical Conference. Seville, Spain. 2025.



PO3/ILI 1
AHAJII3 CYUYACHOI'O CTAHY IHTEPHET-KA®E Y COEPI
KAJIbSIHHUX BAPIB TA TIOCTAHOBKA 3ABJIAHD HA
KBAJI®IKALIIITHY POBOTY

1.1 AnaJi3 cy4acHOro cTany npoojaeMu

[udporizaliis cycniibcTBa CyTTEBO TpaHC(POpMyBasla TpaauiiiiHI MOel
BelleHHa Oi3Hecy y cdepi po3Bar, BIIMOYMHKY Ta TOCTHHHOCTI. 3 PO3BUTKOM
1H(QOpMAIIHHUX TEXHOJOTIA Ta 3POCTaHHSAM POJI IHTEPHETY 3HAYHO 3MIHWIHUCS
OUIKYBaHHSl CIOXKMBAuiB, fAKI TMParHyTh 3PYYHOTO, IIBHJIKOTO ¥ Bi3yaJIbHO
NPpUBAOIMBOTrO crIOcO0y OTpUMaHHS 1HPOpMaLi Ta B3a€MO/I1 3 KOMITaHISIMU. 3aKIaaH,
110 MPaLOI0Th Y c(pepi TOCTUHHOCTI — TaKl K kade, 6apu, KaabsHHI, IHTEPHET-KITyOou —
Jeqaai yacTinie 3MyIIeHl ajfanTyBaThCs A0 HOBUX IudpoBux peaniii. BinmoBa Bif
BUKJIIOUHO O(uiaiiH-MO/ieNli CTa€ OYEBHIHOIO TMEpPEeBaror, OCKUIbKM OHJIAiH-
IHCTPYMEHTH JO3BOJISIIOTH 3HAYHO IMiABUIIUTH €(DEKTUBHICTh BHYTPIIIHIX MPOIECIB 1
MOKPAIIUTHU SIKICTh OOCTYTOBYBaHHS KJIIEHTIB [1].

Opnni€ero 3 HAUMOMITHIIMX TEHACHIIN OCTaHHIX POKIB CTajl0 AaKTHUBHE
BIIPOBAKEHHS BEOTEXHOJIOT1H Y (PYHKIIOHYBaHHS 3aKiaaiB chepu 00CIyroByBaHHS.
BeOcaiit 3aknany Oulblie HE € PO3KIUIIIIO — BIH MEPETBOPIOETHCS HA KIHOUOBHIA
€JIEMEHT CEpBICY Ta MapKeTWHroBoi cTparerii. HasBHiCcTh cywacHoi, mpodeciitHo
pO3p00JIeHOI OHIalH-TIIIaTGOPMHU Ja€ 3MOTY KJIIEHTaM O3HAMOMMTHUCS 3 aKTyaJlbHUM
MEHI0, 3HaWTH 1H(POPMAIIIFO PO TOTUHU POOOTH, 3pyUHE PO3TAITyBAHHS, IEPETIISTHY TH
1HTep’ €pH 3aKIaay, 3/MIMCHUTA OHJIAWH-OPOHIOBAHHS, a TAKOXK 3aJUIITUTH BIATYK a00
3aMUTaHHs yepe3 GopMy 3BOPOTHOIrO 3B’s3Ky [2]. TakuM YMHOM, CalT CTa€ HE JIMILE
iH(popMaLiiHUM XaOoM, a ¥ TOTY)KHUM 1HCTPYMEHTOM MOOYIOBH JIOSJIBHOCTI Ta
BITI3HABAHOCTI OpEHY.

Oco0MMBO aKkTyaJdbHUMHU Taki PIIIEHHS CTalOTh y TYPUCTUYHUX MiCTax, Je
IIOJTHS CTIO’KHBAY 00Mpa€E cepe] AECATKIB 200 COTEHB CXOKUX 3aKIaiB. Y IUX yMOBaX

uudpoa npucytHicTh y Google, Ha Manax, y COLIAJIBHUX Mepexax 1, 3BU4ailHO K,
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yepes3 BIacHUM BeOCaWT — 11e He JIMIIEe J10JaTKOBA MepeBara, a i 4acTo BUPIMIAIbHUI
(bakTop KOHKYPEHTOCITPOMOXKHOCTI.

B Vkpaini Ta 3a ii Mexxamu BxKe iCHy€ YMMajo MPUKIAJiB YCIIITHUX KabIHHUX
1 TJayH>X-0apiB, K1 aKTHBHO BUKOPUCTOBYIOTh BeOTeXHOJor1i. [IpoTe, He3Baxaroun Ha
3arajpbHy TEHICHINIO A0 mudpoBizallii, 6arato 3akiaaiB J0CI OOMEKYIOTHCS JIHIIIEC
CTOpIHKaMH B COIIIAIbHUX Mepexax ab0 BUKOPUCTOBYIOTh 3acTapiii MIa0JI0HHI CalTH.
Taki pecypcu MarOTh HU3KY THUIIOBUX HEIOJIKIB: BIACYTHICTh aalTUBHOTO AU3ANHY
JUIE MOOUTPHUX TMPHUCTPOIB, BIJICYTHICTh (YHKIIOHATY OpOHIOBAaHHS CTOJUKIB,
HU3BKUU PIBEHb IHTEPAKTUBHOCTI, CKJIaJHY a00 HE3pO3yMUTy HaBiraiir, a TaKoxX
HECy4yaCHHMI AM3aiiH, 110 CHpaBiisge HeraTHMBHE nepiue BpaxkeHHd. Lle B cBoro uepry
3HIKYE JTOBIPY KOPHUCTYBauiB, YCKJIQJHIOE 3aIy4EHHS HOBHX KJIEHTIB 1 3MEHUIY€
3araJibHUN pUOYTOK.

3 orysiy Ha BCE BUIIE3a3HAUCHE, OYEBUJIHOIO CTA€ HEOOXITHICTh CTBOPEHHS
npodeciiiHOro, CTUIBLHOTO, 3pYYHOTO Ta €(PEKTUBHOIO BeOpecypcCy, KMl HE JUIIe
BiJIoOpakaTuMe aTMocepy 3aKiiay, a i CIIyKUTUME MPAKTUIHUM 1HCTPYMEHTOM JIJIS
B3a€MOJIIi 3 Kii€eHTaMH. Takuil calT MOBMHEH BIANMOBIJATH CY4YaCHHM CTaHAAapTaM
BeOIM3aliHy Ta PO3poOKH, OyTH afanTUBHUM, (DYHKIIIOHATEHUM 1 PUBAOJIUBUM SIK 3
TEXHIYHOI, TaK 1 3 Bi3yaJbHO1 TOUKH 30DY.

VY tabnuui 1.1 HaBe1eHO NOPIBHSAHHS TUIIOBUX MPUKJIAAIB CAUTIB JJI KaIbIHHUX
OapiB, 110 JO3BOJISE BU3HAYUTH ICHYIOYI cla0Ki Micls Ta cOpMyBaTH BHUMOTH JI0
CTBOPEHHS HOBOTO TIPOEKTY.

Tabmnunsg 1.1 — IopiBHsuTbHA TaOIUITS CAlTIB KAIbSIHHUX/IHTEpHET-Kade
Hasga caiity ITepeBaru Hemomiku
BincyTHe GpoHIOBaHHS, CalT HE

OpoHIOBaHHs uepe3 Gpopmy

SmokeHouse ATmocdepHuit Tu3aiiH, iHTerparfis 3 . .
aJarToBaHMM 10 MOOIJIBHUX
Lounge Instagram, ¢otoranepes N
MIPUCTPOIB
. OumnaiiH-MeHI0, KapTa, 0a30Be 3acTtapiinii inTepdeiic, MoBiIbHE
ChillZone Bar > Kap1a, P poeiic,

3aBaHTaXCHHA

Dubai Hookah
Club

MinimanicTuuHui iHTEpdEnc,
JIOKAJTi3allisl, aJalTUBHICTh

HenocraTHpo Bi3yallbHOTO KOHTEHTY,
HeMae iHTerpaiii 3 Google Maps

LoungeMe

CyuacHull CTUIIb, 3py4YHa CTPYKTypa
caiiTy, OHJIaitH-3BOPOTHI 3B’ A30K

Hemae ninrpumku peectparii,
oOMexkeHuH pyHKIioHaN
aJMiHIcTpaTopa
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3aranpHUM aHaNi3 Cy4acHOTO CTaHy BEONpPE/CTABHUIITBA B CEIMEHTI JIayHX-
CEpBICIB JEMOHCTpPY€E, IO, MOMPU CTPIMKY HUGPOBY TpaHchOpMaIlito, BEIHKa
KUTBKICTh CAWTIB KAJIBSHHUX 1 TMOMIOHUX 3aKJIaJiB yce I HE BIAMOBITAE CydaCHUM
cragaapram Ul/UX-au3zaiiny. TumoBi mnpoOiemMu BKIIOYAIOTh 3acTapiie abo
NepeBaHTaXEHE Bi3yajbHE O(POPMIICHHS, BIACYTHICTH YITKOi JIOT1YHOI CTPYKTypHU
CTOpPIHOK, HU3BKWU PIBEHb IHTEPAKTUBHOCTI 3 OOKy KOpPHUCTyBaua, CKJIaJHYy abo
3aIuTyTaHy HaBIraliro, a TaKok Opak IIBUIKOI Ta 3p03YMLIOI B3aEMOJIi1 3 OCHOBHUMH
GYHKIISIMH — TaKUMH SIK TIEPETJIsiT MEHIO, OpOHIOBAHHS CTOJIMKIB YW HAJCHJIAHHS
3aIMTIB.

OpHi€r0 3 KJIIOYOBHX CIIA0OKUX JIAHOK € HEIOCTAaTHA MOOUIbHA omTuMizais. Y
yac, koau moHaz 70 % kopucTyBayiB 3aX0/ITh HA CAUTH came 3 MOOUIBHUX MPUCTPOIB,
BIJICYTHICTh IOBHOLIHHOI aJaTUBHOCTI IPU3BOJAUTH JO TOrO, 110 3HAYHA YacTHUHA
MOTEHIIIHOI KIIIEHTYPH MPOCTO 3aJUIIAE CTOPIHKY, HE CKOPUCTABIIHUCH OJHOIO 3 ii
¢ynkuiid. Kpim toro, oOMexena (pyHKLIIOHAIBHICT a00 BIICYTHICTh IHTEPAKTHBHUX
OJIOKIB — TaKuX SIK IHTETPOBaHI Malu, aHIMOBaHI €JIEMEHTH YU (popmMa 3BOPOTHOTO
3B’SI3Ky — pOOHUTH CaliT NacMBHUM JKeperoM 1Hopmallii, a HE aKTUBHUM
ITHCTPYMEHTOM KOMYHIKAIIiil 3 ayIUTOPIETO.

IIle onHI€EO CYTTEBOK MPOOJEMOIO € BIACYTHICTh IIUIICHOI Bi3yaJbHOI
1I€HTUYHOCTI OpeHAy Ha caiTi. bararo 3akiajiB BUKOPUCTOBYIOTh IA0JIOHH] PILIEHHS
ab0 HemooIpaIbOBaHi U3aiiHy, SKI HEe BigoOpaxaroTh atMochepy, CTHIb 1 HACTPIi
Micusg. A I KalbSHHUX — 3aKJajiB, /€ €CTETHKa, 1HTep €p 1 BIAUYTTS KOMQOPTY
BIJIIPAlOTh KIIOYOBY POJb Y 3aIy4YE€HHI KIIEHTIB — I TIOMUJIKA MOXE KOILITYBaTH
3HAYHOTO BITOKY Bi/iBiAyBauiB. HemocTaTHs yBara 1o meranizaiiii, majgiTpu KOJIbOPIB,
aHiMauii yu TUnorpadiku Beie 10 BTPATH YHIKAJIbHOCTI, 110 HETATUBHO BILJIMBA€E HA
BITI3HABAHICTH 1 IOBIPY /10 OPEHY B IIJIOMY.

Bbepyuu no yBaru Bci BuIle3a3Hau€H1 HEJIOIIKH, CTA€E OUYEBUIHUM, 110 HA PUHKY
ICHye aKkTyaJlbHa MOTpeda B CTBOPEHHI MOBHOIIIHHOTO Cy4YacHOTro BeOpecypcy s
KanbsiHHOT «Abu Dhabi». Takuil caliT nmoBHHEH NO€AHYBaTH B COOlI TEXHIUHY
HAJIIHHICTh, 3pyYHY Ta IHTYITUBHY HaBITaIlil0, aIalTUBHUM TU3aliH, CTUILHY rpadiky,

a TakoX (DYHKIIOHAJTBHICTh, IO BIAMOBIAa€ MOTpedaM CydacHOTo KopuctyBada. J[o
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nepeiky o00B’sA3koBUX (YHKIN CIiJl BIJHECTH: IHTEPAKTHUBHE MEHIO, OJIOK 13
OpOHIOBaHHSM CTOJIMKA, KapTy 3 TeosoKalli€n, GopMy 3BOPOTHOTO 3B’SI3KY, PO3ILT
ceprudikari i rayepero 3aknany. Kpim Toro, BaXJIMBO Hepen0aduTH ONTHMI3AIII0
caitity 11s momrykoBux cucteM (SEQO), a Takok MIBUIKE 3aBAHTAKEHHSI Ha BCIX THIaX
IIPUCTPOIB.

Taxum unHOM, BIIPOBAKEHHS TAKOT'O PECYPCY JO3BOJIUTH HE JIUIIIE M1ABUIIUTH
SKICTh CEPBICY M KOMYHIKAIIIIO 3 KJII€EHTaMH, a W PO3IIMPUTH MIPUCYTHICTh KAJIbsIHHOT
B OHJIAMH-TIPOCTOpi, C(HOPMYBaTH CHJIbHY Bi3yalbHY 1JI€HTUYHICTH OpeHay Ta

3MIITHUTH 11 KOHKYPEHTHI MO3UIllT HA PUHKY.

1.2 [locTanoBKa 3aB1aHHS HA KBaJidikaliliHy podoTy 0akajiaBpa

Mertoro kBamiikaniiiHoi poOOTH € CTBOPEHHSI CYy4acHOro, (DYHKIIIOHAJIBHOTO,
3pyYHOT0, €CTETUYHO MPUBAOIMBOTO Ta OE3MEYHOTO BE0-3aCTOCYHKY JUIS IHTEpHET-
kade Ta kanbsiHHOI «Abu Dhabiy». Ilpoekt mae He nuIe NMpPe3eHTYBATH 3aKJajl B
OHJIAH-TIPOCTOPi, @ 1 BUKOHYBAaTH POJb MOBHOLIHHOI 1U(ppoBoi miardopmu, sika
3a0e3nedyyBaTUMe  IHTEPAKTMBHY  KOMYHIKAaIlll0  MDK  BiJBIAyBadyamMu  Ta
aamiHicTpaiieto. Ocol0auBa yBara NpUAUISETbCS 3pYYHOCTI BUKOPUCTaHHS pecypcy,
0 MpPOSIBISETHCA B aAJAaNTUBHOMY JAM3aiiHl (IiUIAIUTYyBaHHI i PI3HI THUIHA
npUCTpOiB — cMmapThonu, mmianmeTty, [IK), mpocrtiii Ta 3po3ymuniii Hasiraiii,
IIBUJIKOMY 3aBaHTaXEHHIO CTOPIHOK 1 3arajibHii cTaOUIBHOCTI (PyHKIIIOHYBaHHS.

Caiit mae cratu eEeKTUBHUM 1HCTPYMEHTOM ITU(POBOT MPUCYTHOCTI Kae Ha
punky HoReCa. Ile n1o3BomTh HE JIHIle MATPUMYBATH aKTyaIbHHUM 1M1 OpeH/Ty, a
H PO3MIMPUTH OXOIUIEHHS MOTEHI[IHHOI ayauTOopii, MiJABUIIUTUA PIBEHb JOBIPU 0
3aKJIay Ta 3a0€3MeYUTH 3PYUHICTh JOCTYMYy A0 KI04YOoBOi 1H(opmaii. OdikyeTbes,
[0 peayli30BaHMil BeOCAUT 3HAYHO TMOKPAIIUTh B3aEMOJIIIO 3 KIIIEHTAMU, 1JIBUIIUTH
BIII3HABAHICTh 3aKJaJy Ta CHPUITHME 3pPOCTAaHHIO JIOSJIBHOCTI  MOCTIMHUX
BiJIB1TyBauiB.

[Tpo€eKT OXOIUIIOE CTBOPEHHSI PO3/LIIB JJIsl O3HAHOMIICHHS 3 aKTyaJIbHUM MEHIO

3aKyany, neperasgy ¢ororanepei, iHGopmarlii nmpo ¢umi (3 IHTEPAKTUBHOK Marolo
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Google Maps), rpadika po6OTH Ta 3BOPOTHOTO 3B’s3Ky. Takoxk Oyjae peanizoBaHa
KOHTaKTHa (¢opMa, siKa JIO3BOJIIE KOPUCTyBadaMm IIBUAKO 3B’ A3aTHCS 3
aJMIHICTpAIlI€I0 — 3AJIMIIATA 3alUTaHHS, 3aMOBJIEHHS a00 moOaxaHHSA. Yci Il
MOKJIMBOCTI pO3pOOJISIIOTECS 3 ypaxyBaHHSIM CY4YaCHUX BHMOI JIO 3aXHUCTY
nepcoHanbHUX nanux, SEQ-ontumizarii Ta 6aratomnathOpMeHHOCTI.

OkpeMHUM HaINpsIMOM PO3BHUTKY IUIATGOPMH B TMOJANBIIOMY MOXE CTaTH
BIIPOBAKEHHS JI0JIATKOBOTO (DYHKIIOHATY — 30KpeMa OHJIaH-OpOHIOBAHHS CTOJIMKIB,
CHCTEMH OIIIHIOBAHHS Ta KOMEHTAapiB, IHTETpaIlii 3 COIllaTbHUMU MEPEKaMHu Ui HaBITh
MEPCOHANILHOTO KallHeTy Kii€eHTa. TakuM YWHOM, po3poOJeHui BeO-3aCTOCYHOK
MaTUM€ BEJIMKHI TMOTEHIlall MacimTaOyBaHHS Ta 3MOXKE CTaTH KOHKYPEHTHOIO
nepeBaroo 3akjiaaly B yMoBax nudpooi Tpanchopmaiiii cgepu o0CcaIyroByBaHHS.

J1J1st TOCSITHEHHS TIOCTABJICHOT METH HEOOX1THO peai3yBaTy TakKi 3aBJaHHS:

— MPOBECTHU aHaji3 MPeAMETHOI 001acTi, BABYUTH NOTPEOU IIIHOBOI ayAUTOPIT
Ta copMyBaTH BUMOTH JI0 CAUTY;

— 00rpyHTyBaTu BUOIp TEXHOJOTIYHOTO CTEKY, 30Kpema ppeiimBopky Laravel i
0a3u nanux MySQL;

— CHOPOEKTYBATU apXITEKTypy CaTy, BKIIOYAIOUHM 0azy JaHUX 1 CTPYKTYpy
CTOPIHOK;

— peamizyBati (QYHKI[IOHAJT CailTy, 10 OXOIUTI0E 1H(OpMaIIiiHI PO3ILIH,
IHTEPAKTUBHY KapTy Ta MOXJIUBICTH OPOHIOBAHHS CTOJIMKIB 32 HOMEPOM;

— MPOBECTH TECTyBaHHS CaWTy Ha BIAMOBIAHICTG (DYHKI[IOHAIBHUM 1
He(YHKIIIOHAIbHUM BHMOTaM;

— PO3TOPHYTH CalT HAa XOCTUHTY Ta 3abe3neuntu iioro SEO-ontumizariito ass

Kpauioi BUAMMOCTI B MOLTYKOBUX CHCTEMaXx.

BucHoBkmu 10 po3aiay 1

Y mepmomy po3aun OyJo0 TPOaHANI30BaHO CyYaCHUW CTaH BUKOPHUCTAHHS

BeOTEXHOJIOTIH Y cpepi 00CIyroByBaHHS, 30KpeMa JiJisl KalbsIHHUX Ta IHTEPHET-Kade.

JlocnimkeHHsl oKa3ao, 1o OUIBIIICTh CAWTIB 3aKJIaaiB MOAI0HOTO (hopMaTy MaroTh
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oOMexxeHuM (yHKIIOHAJ, HE BIAMOBIAAIOTh CYYaCHHMM BHUMOTaM aJalTHUBHOCTI Ta
3pYYHOCTI KOPUCTYBaHHS, a TAKOXX HE 3a0€3MeUyI0Th HAJIEKHOTO PIBHS B3a€MOJIT 3
KJTIEHTaMU.

Ha ocHoB1 BusIBIEHUX HEIOMIKIB CPOPMYJIBOBAHO MOTPEOY B pO3pOOIll HOBOTO
BeOcailTy ansa kanmbsiHHOI «AOy-/labi», sIKMi TO€qHYBaTHMME ECTETHUHUN AM3aiiH,
3pyduHHi iHTEep(eic, IHTEpaKTHBHI €JIEMEHTH W CydacHi TexHoJjorii. Bu3nadeHo
OCHOBHY MeTy KBami(ikaiiiiHoi poOOTH — CTBOPEHHS TOBHOI[IHHOI OHJIAMH-
mwiathopMu I 3aKiany 3 (QyHKIISIMA TEperisimy MEHIO, JIOKalliid, cepThu(dikarTis,
3BOPOTHOTO 3B’SI3KYy Ta OPOHIOBAHHS.

CdopMyibOBaHO KOHKPETHI 3aBJaHHS, SKI BKIIOYAIOTh IPOEKTYBAHHS
CTPYKTYpH calTy Ta 0a3u JaHuX, peaiizauiro ¢yHKIioHanmy Ha 0a3l (ppeiMBOpKY
Laravel, TectryBanHa Ta myOikalilo pecypcy Ha oOpaHoMy XocTuHry. Po3poOka
TAKOTO CalWTy Ma€ MPaKTUYHE 3HAYCHHS, OCKUIBKH JTO3BOJUTH 3aKJIaay MOKPAIUTH
KOMYHIKaIlll0O 3 KJII€HTaMH, 30UIbIIMTA OHJAWH-MPUCYTHICTh 1 MIJABUIIUTH

KOHKYPEHTOCTIPOMOKHICTb.
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PO31J1 2
CIIEIU®IKAIIISI BAMOT 10 PO3POBJIEHOI CUCTEMH
2.1 AnaJji3, BU3HAYE€HHSI BUMOT /10 PO3P00.IIOBAHOTO MPOTPAMHOI0

3a0e3Me4YeHHs] TA MPOEKTYBAHHS MPOrPaMHOI0 3a0e3meyeHHs!

[Tepur HIk po3noyaty po3poOKy BeOcanTy juis KaabiHHOI «Abu Dhabiy», Oyio
3MIACHEHO aHaji3 Cy4YacHHX BUMOT [0 I1HQOpMAIiiiHUX cucteM Yy cdepi
oOcnyroByBaHHs Ta BiAnoyuHKy. OCHOBHa MeTa — CTBOPEHHS 3pYy4HOrO,
MpUBaOJIMBOr0 Ta TEXHIYHO HAAINHOTO BEO3aCTOCYHKY, SIKMM JO3BOJUTH KJIIE€HTaM
HIBUKO OTPUMYBATH aKTyallbHY 1H(POPMALIIIO ITPO 3aKJIa]l, 03HAUOMIIIOBATHUCH 13 MEHIO
Ta 3py4HO B3aEMOJIIATH 3 aIMIHICTPALII€IO.

Ha ocHOBI mocraBieHoi MeTH Oyso CcHOpMYIbOBAHO MEPENTIK KIHOUOBUX
(GyHKIIIOHATPHUX KOMIIOHEHTIB MailOyTHHOI CHCTEMH, BU3HAYEHO OCHOBHI ClLieHapii
BUKOPHUCTAHHS, a TAKOXK CTPYKTYPY B3a€MO/IiT KOpUcTyBaya 3 inTepdeiicom [3].

OyHKIIIOHAIBHI MOXKIIMBOCTI, SIK1 Mae 3a0e3neuyBatu BeO pecypc:

— BUBEJICHHS T'OJIOBHOT CTOPIHKH 3 MOKJIUBICTIO 3a0pPOHIOBATH CTOJIHK;

— MEHIO 3 KaTeropisiMu MPOIYKIii «KadbsiHH, HATO1, IOTIOBHEHHS»,;

— JIOKAIIis;

— pO3aLT cepTU(IKATIB;

— TIPO HAC;

KOHTaKTHa CTOpIHKa 3 I1HTEPAKTUBHOI KapTow, TeiaedoHOM, (OPMOIO

3B SI3KY.
J1o HepyHKI[IOHAIbHUX BUMOT BIJTHECEHO:
— QJIaNTHBHICTH JJIS PI3HUX THUIIIB MPUCTPOIB «Tenedonu, ianmeT, [TKy»;
— IIBUAKE 3aBaHTAXEHHS] CTOPIHOK Ta MIHIMaJIbHI 3aTPUMKH MPHU MEPEX0axX;

— Oe3mneyHa o0poOKa TaHux, 30Kpema 3 (HopMm 3B’ S3KY;

NIATPUMKA Cy4acHHUX Opay3epis;

— MOJKJIMBICTh MacIITa0yBaHHS Ta PE3EPBHOTO 30€PEKEHHS TAHUX.
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Jlns Bizyamizaiii Jioriku pobotu calty 3actrocoBaHo UML-miarpamu. Ha
pucyHky 2.1 mpeacTaBieHO 3arajbHy CXeMy B3a€MOJIii KOpPHCTyBada 3 CaWTOM:

nepexii MK po3auIaMu, Tieperyisy iHdopmartii, BianpaBka Gopm.

s lonoeHa

g Mpo Hac
v
3abpoHioBaTh CTONUK
L Merio ) ; ) .
> Nokauyji
> CepTudikatn
> KoHTakTn

Pucynok 2.1 — Cxema B3aeMo/1ii KOpUCTyBaya 3 CAalToOM

2.2 Bubip 3aco6iB, meTogiB i aJropuTrMiB BHpillleHHS TOCTABJIEHOIO

3aBJIAHHSA

[IpoekTyBaHHs CTPYKTYpH BeOCATy Ta 0a3u JaHUX € OJHUM 13 HAUBAXKJIUBIIITUX
eTamiB cTBOpeHHs 1HdopmariiitHoi cuctemu aist 3akiaaiB HoReCa, 3okpema it y
paMKax po3poOKHu calTy miis KainbsiHHOI «AOy-/[a6i» [4]. Big npaBuiasHO 00paHOi
apXITEeKTypu 3aJIeKUTh 3pPYYHICTb KOPUCTYBaHHS CaWTOM JJis BIABIAYyBauiB,
e(eKTHBHICTh B3a€MOJIII 3 aIMIHICTpAIlI€l0, ONMTUMATILHICTh 30€peKeHHs i 00pOOKHU
iHdopmarllii, a TakoX CTaOUIbHICTh (PYHKLIOHYBAaHHS CHUCTEMH 3a BHCOKOIO
HaBaHTOXKEHHA. KpiM Toro, rpaMoTHE WPOCKTYBaHHS Ja€ 3MOTy 0e3001iCHO
MacmTadyBaTh CauT y MalOyTHbOMY — HAIPUKJIa/A, 101aBaTH HOB1 CTOPIHKH, CEPBICH
(mocTaBKy, ocoOMCTMH KaOlHET, OHJalH-OIIaTy), IHTerpamii 3 MOOUIBHUMU

34CTOCYHKaMHu TOMIO.
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[lepmiM  KpoKOM Ha 1bOMY €Tami CTajl0 BHU3HAYEHHS ONTUMAJIbHOIO
TEXHOJIOTIYHOTO CTEKy — TOOTO HaOoOpy IHCTPYMEHTIB, MOB IIporpaMyBaHHS,
¢dpeiiMBopkiB Ta 0a3 maHUX, SKi OyayTh BUKOPHCTaHI Ui peajizaiii MpOeKTy.
PerenbHuit aHai3 MonyssipHUX I1JIXO/IB JI0 CTBOPEHHS BEOpECypCiB MOKa3aB, 110 Ha
PHUHKY iICHY€ TPH OCHOBHI CTpaTerii po3poOKH CalTiB.

OmnnaiiH-KOHCTpYKTOpHU caiTiB (Taki sk Wix, Tilda, Squarespace Tomo) — 1e
miaTopMu, SIKI JIO3BOJISIIOTH IIBUAKO CTBOPUTH CaWT 0e3 TIMOOKMX 3HAaHb
nporpamyBaHHs. KopucTyBau oTpuMmye AOCTYN A0 BI3yalbHOTO peaaKkTopa, A€ 3a
JIOTIOMOT'OI0 TIEPETIATyBaHHS OJIOKIB MOXE 310paTu CTOPIHKY, JOJIaTH 300pakKeHHs,
TEKCT, KHOIIKH, popMy Tom1o. L{i IHCTpyMEHTH 3py4Hi AJi IPOCTUX OJTHOCTOPIHKOBUX
caiiTiB, nmoptdoiio abo neHaiHris. IIpore Taki cepBicH MarOTh CYTTEBI OOMEKEHHS:
BIJICYTHICTh IMOBHOTO KOHTPOJIIO HaJ[ KOJOM, OOMEKeHa KUIbKICTh (YHKIIIH, ciadka
MIITPUMKA KAaCTOMHOI JIOTIKM, a TaKOX 3aJeKHICTh BiJ miatGopMu (HEMOXKIMBO
NEpPEeHEeCTH CalT Ha 1HMI xocTuHr). Hampuknan, Wix He J03BOJIsIE CTBOPIOBATH
BJIACH1 MapuIpyTu abo MOBHOIIHHO KEPYBAaTH CEPBEPHOIO Jorikoro, a Tilda oOmexye
iHTerpariii 3 0a3amMu JaHUX 1 CKJIAJHOIO B3aEMOJIIEI0 3 KOpUCTyBaueM [5].

CMS-mnardopmu (Content Management Systems) — 1€ CUCTEMU YMPaBIIIHHS
KOHTEHTOM, CepeJl IKUX HalO11b1 nomyssipHoto € WordPress. Bona 103Bouisie€ IBUIKO
PO3TOPHYTU CAWT 3aBHASIKU BENUKIN KIIBKOCTI MIA0JOHIB 1 mariHiB. CMS udynoBo
MIIXOMSITh JUIS HOBHHHUX CaMTIB, OJIOTIB, 1H(GOpPMAIIHHUX TOPTAIIB 1 HEBEITHUKHUX
KopropaTuBHUX cTOpiHOK. Cepef 11 mepeBar — akTUBHA CIIJIBHOTA, IOCTYI 10 TUCSY
PO3IINPEHb, MOKIIMBICTh HAJIANITYBATH TTAHENh aIMIHICTpaTopa 0€3 HalmMCaHHs KOy .
Opnnak ronoBHUMHU Hemonikamu CMS € ypa3nmBICTH 10 XaKEpChKUX aTak (uepe3
CTOPOHHI IUIariHW), NEPEBAaHTAXKEHICTh KOy, MpoOJieMH 3 MaclITaOyBaHHSIM 1
MPOTYKTHUBHICTIO TIPH BEJIUKIN KUTBKOCTI KOPUCTYBAYiB a00 CKJIAIHIN JIOTIIII.

[ToBHa po3poOka 3 Hyds 13 3aCTOCYBaHHSIM (PpPEeWMBOpKIB — LEW Miaxif
nepeadayae MOBHUM KOHTPOJb HaJl yciMa acrnekTamu (yHKIIOHyBaHHsS caity. lle
HaWKpalnui BapiadT JuIsl MPOEKTIB, e HEOOX1H1 YHIKAIBHHUN JTU3aiiH, HECTaHAapTHUN

dbyHKITIOHAN, MiABUIIEHa Oe3reKa, ONTHUMI3allsl MPOJIYKTUBHOCTI Ta PO3IIUPEHHS B
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MaifOyTHbOMY. Y TaKOMY pa3i BAKOPUCTOBYIOThCS CydacHi (hpeMBOPKHU — 010J110TEKH,
110 MPUIIBUAINIYIOTh PO3pOOKY 1 3a0€3Meuy0Th BUCOKY SKICTh KOJY.

Jlnia peanizaiiii NpoekTy caTy KalbsHHOI «AOy-/{abi» Oyno obpano Laravel —
notykuut PHP-dpeiimBopk, sikuii JoTpuMyeThesi apxiTekTypHoi monent MVC
(Model-View-Controller), 1o 103BOJISIE YiTKO BiIOKPEMHTH JIOTIKY, IPEICTABICHHS 1
yIOpPaBIiHHS JaHUMHU.

Laravel Mae 1ty HU3Ky TiepeBar, siKi 3poOUJId HOTO 1icaIbHUM BHOOPOM JIJIst
MIPOEKTY:

— Oesneka. BoynoBanwmii 3axuct Big XSS, CSRF ta SQL-11’exiriii;

— MacmTaboBaHICTh. MOXIIMBICTD JIETKO PO3IMIMPIOBATH (QYHKIIIOHAT;

— Blade-mabnonizarop. J103BoJisi€ CTBOPIOBATHA THYYKHA JU3aiH 13 MTOBTOPHO
BUKOPUCTOBYBAaHUMHU KOMITOHEHTAMU;

— Eloquent ORM. IntyituBHa poGora 3 0a30r0 JaHUX dYepe3 00 €KTHO-
OpIEHTOBAH1 MOJIEIIL;

— Artisan CLI. KoncombHuii IHCTPYMEHT Ui aBTOMATH3allii KOMaH]I,
HaIIPUKJIaJ CTBOPEHHS MOJIeJIel, KOHTPOJEPIB, MIrpaLliii;

— Active community. Tucsgi po3mupeHs, 010J10TeK Ta MPUKIAIB KOIY.

Jist cepBepHOi yacTuHU 06a3u naHux 0ysiao oopano MySQL — nepeBipeHy yacom
peNsLiiHYy CUCTEMY YINpaBIiHHS 0azamu JaHuUX. BoHa Mae BUCOKY MPOJYKTUBHICTD,
HIUPOKY MIATPUMKY CE€pe/l XOCTUHTIB, CyMICHICTS 13 Laravel Ta MoxnuBicTh 30epiratu
CTPYKTYpOBaHy 1H(pOpMaIlit0 PO MEHIO, KOHTAKTH, CEPTU(DIKATH TOLIO.

Takum urHOM, 0Opanuii ctek — Laravel + MySQL — 3abe3neuye:

— THYYKICTb Y pO3po0Ii;

— TIOBHUH KOHTPOJIb HaJ JIOTIKOIO CaiTy;

— 0Oe3neuyHy poOOTy 3 JAHUMU;

— 3pyuYHy MacuITaboBaHy apXITEKTYpY;

— aJanTUBHUM 1HTEPPEIC 1 YUCTY CTPYKTYPY KOIY.

Ile mO3BOJMIMIIO TIOBHICTIO peaiizyBaTd BCl BUMOTH 3aMOBHUKAa Ta CTBOPUTH
YHIKaJIbHUN, TEXHOJIOTTYHO CTIMKUM, KpacUBUM 1 3pyyHUN BeOpecypc, Opl€EHTOBAHUI

Ha Cy4acHOT'0 KOpUCTyBaya.
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Laravel 3a6e3neuye BUCOKHUI piBeHb O0€3IMEKH, MAaCIITa00OBAHOCTI Ta MIATPUMYE
IHCTpYMEHTU ISl cIpoleHHs po3poOku: Blade-mabnonizatop ais BizyaiabHOT
gyactuau caiity, Eloquent ORM nns poGotum 3 0a3zor0 manux, Artisan ais
aBTOMATHU3allll KOMaH/I.

3aBISKH I[bOMY pPEalli30BAHO YITKY PO3IUICHICTh BIAMOBIIATBHOCTEH MIX
JIOTIKOI0, II1a0JJOHAMHU Ta MOJIEIISIMH.

Sx cepepny CKB]] obpano MySQL — pendmiiiHy 0a3y JaHUX 13 BHCOKOIO
OPOAYKTHBHICTIO, IIUPOKOIO MIATPUMKOIO XOCTHUHT-IIATPOPM Ta  1€aqbHOIO
inTerpaieto 3 Laravel [6]. st po3pobku inTepdericy BukopuctoByBanuch HTML,
CSS i JavaScript, 3 MOXKIUBICTIO JI0/IaBaHHS aHIMAIIIN «HAIIPUKIIAJ, UMY Ha TOJTOBHIN
CTOPIHLIDY.

[HCTpYyMEHTH PO3pOOKHU:

— Laravel + Blade — ocHoBa cepBepHOi Ta Bi3yaabHOI JIOTIKH;

— MySQL — 30epiranss JaHUX «MEHIO, CepTU(]IKATH, KOHTAKTHY,

— Visual Studio Code — cepenoBuiiie po3poOKu;

— Hostinger — xoctuHToBa MIaTGOpMa AJIst pO3MIIIEHHS TOTOBOTO CaHTY.

ApXITeKTypa caiTy nepeadadae peanizalfito TaKuX CTOPIHOK:

— TOJIOBHA — BiTayibHA 1H(OopMaitis, GoTo, 3aKJIUK 10 OPOHIOBAHHS;

— TIPO HAC — OMHC 1CTOPIi, MepCcoHay, IIHHOCTEH;

— MEHIO — KaTeropii cTpaB 1 HAMOIB 13 OMKUCAMU Ta I[IHAMU;

— Jokarii — kapta Google Maps 1 KOHTaKkTHI 1aHi (imiif;

— ceprudikatu — BimoOpaxkeHHs 300pakeHb 4y PDF-nokymeHTiB;

— KOHTaKTH — (opMa 3BOPOTHOTO 3B’S3KY, COLIMEPEXKi, TeIeOoHH.

JIns HaBirailii BAKOPUCTAHO BEPXHE MEHIO. Y Cl1 CTOPIHKH MarOTh aJIallTUBHUIMA

nu3aitH, ontuMizoBaHi 11t SEO cemanTryHa po3MiTka, mpapmibHi URL.

BucHoBku 10 po3aiay 2
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VY mporeci aHanmizy Ta MPOEKTYBaHHS MaWOyTHBOIO Be0-3aCTOCYHKY JIJIst
KaJIbsiHHO1 «AOYy-/]ab1» Oyo Bu3Ha4YeHO K (YHKI[IOHAIBHI, TaK 1 He(PYHKIIIOHAJIbHI
BUMOTH, II[0 CTAJTd OCHOBOIO IS MOOYI0BU CTpyKTypH caity. ChopMoOBaHO HiTKe
OadeHHs B3a€MO/I1i KOpUCTYyBaya 3 iHTepdeiicom, 110 JO3BOJIUIIO 3aKJIaCTH (DYHIAMEHT
MaiOyTHHOTO 3PYUHOTO Ta €(PEKTUBHOTO ITU(PPOBOTO MPOIYKTY.

[IpoBeneHe MOPIBHSHHS ICHYIOUUX pilieHb Y cdepi BeOPO3pOOKH JO3BOIHIIO
apryMEHTOBaHO 00paTy ONTHUMAaJIbHUM TEXHOJIOTIUHUN cTek: (ppeiimBopk Laravel y
noeqHanHi 3 MySQL, Blade-mabnonizamiero Ta MATPUMKOI  CyYacHUX
BeOTexHomori (HTML, CSS, JS). Takuii miaxia 3a06e3ne4rB rHYYKICTh Y po3poOlii,
MaciTaboBaHICTh, O€3MEKy Ta aIalTUBHICTh 3aCTOCYHKY.

PerenpHe mpoOeKTyBaHHS apXiTeKTypu calTy Ta Oa3W JaHWX, a TaKoXK
OOTpYHTOBaHMI BUOIpP IHCTPYMEHTIB CTBOPIOIOTH HAJIWHY OCHOBY JIJISl MOJAJIbIIIOT
peanizallii Bcix HeoOXiTHUX (YHKI[IH — BiJl BUBOAY MEHIO ¥ KOHTAKTIB JI0 1HTErparii
IHTEPAKTHUBHOI KapTH Ta 3BOPOTHOTO 3B’ SI3KY 3 KOPUCTYBAUEM.

3amicTh 3aranpHOro miaxoxy st cermeHTy HoReCa, Oyno amanroBano
pilIEHHs, [0 BpPaxOBYE cCHEUM(PIKy 3aKIaaiB TPOMAJICBKOr0 XapuyyBaHHS Ta

BIJIMOYHMHKY, TAKUX SIK KallbsiHHA «A0y-/{a01».
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PO3/11 3
PO3POBKA IHTEPHET-ILIAT®OPMM /151 KA®E «ABY-JIABI»

3.1 IlpakTu4Ha peanizanisi 06’€KTa MPOEKTYBAHHSA

Po3pobka BeOcaiiTy kanbssHHOI «A0y-/[abi1» 31licHIOBANIACH 13 BUKOPUCTAHHIM
dbpeitmBopky Laravel y cepemoBumii po3pooku Visual Studio Code. 3aBmsiku
BOynoBaHOMy cepBepy Laravel (uepe3 komanay php artisan serve), cTajgo MOXIMBUM
y peXHUMI peajbHOro 4acy MepeBIpATH 3MIHM Ta HANAaro[KyBaTH iHTepdeiic 0e3
nOoTpeOu B 30BHINIHBOMY XOCTHHTY Ha €Tari po3poOKHu.

Ha mnowatkoBomy ertami OyjJ0 CTBOPEHO TOJOBHHMM IIa0JIOH calTy —
layouts/app.blade.php, mo Buznauae 06azoBy HTML-cTpykTypy BCIX CTOPIHOK,
BKJIFOYAIOYM MMIAKIIOYEHHS CTHJIIB, CKPHITIB, METATEeTiB Ta TOJIOBHOIO MEHIO [7].
Hagiramiiine MeHIO peai30BaHO 3a JONOMOIOK KOMMIOHEHTIB Bootstrap 13
HNIATPUMKOIO aJalTUBHOCTI, IO 3a0e3nedyye KOPEKTHE BIIOOpa)KE€HHS Ha pI3HUX
IPUCTPOsX. MEHIO MICTUTh ITOCUJIAHHS Ha OCHOBHI CTOPiHKU: «I 0ioBHaY, «[Ipo HaCcY,
«Mentoy, «Jlokarii», «Ceptudikatny, « KoHTaktm.

Koxna cropinka cTBopeHa sk okpemuid Blade-mabnon y aupektopii
resources/views, HalpuKJIai:

— home.blade.php — rosoBHa cropiHKa 3 aHIMOBaHHM JMMOM, (OHOM Ta
KHOIIKOIO «3a0pOHIOBATH CTOJIHKY;

— location.blade.php — cTopinka 3 iHTErpOBaHOIO KapTO¥O;

— menu.blade.php — cTopiHka 3 1eTaJlbHUM MEHIO 3aKJIaay;

— about.blade.php — indopMmartist mpo KaabsIHHY;

certificates.blade.php — BuBix ceprudikariB y BHUIISIII KapTOK 13
300paXeHHSIMU;

— contacts.blade.php — hbopma 3B0poTHOTO 3B’ SI13KY 3 KOHTAKTaMHM ¥ iHTETPaIli€ro
KapTy.

Koutpomepu B Laravel (app/Http/Controllers) 3a0e3meuyioTh JIOTiKY
MapuipyTusamii ¥ mepempady gaHux y 1madiaoHd. OCHOBHI MapIIpyTH OTOJIOIICHO Y

¢aiini routes/web.php. [Tokazano xon B mictunry 3.1.
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Jlictunr 3.1 — Kox konTposnepiB B Laravel

Route::get('/', [PageController::class, 'home'])->name('home');
Route::get('/menu', [PageController::class, 'menu’'])->name('menu’);
Route::get('/certificates', [PageController::class, 'certificates'])-
>name('certificates’);

KiHelb JicTuHry 3.1

OpHuM 13 KIIFOUYOBHUX €JIEMEHTIB iHTEp(eiicy KOpucTyBaua € HaBiraiiitHe MeHIo,
poO3TalioBaHe y BEPXHIM YacTHWHI CTOpiHKH (xeaep). BoHo 3abe3medye HIBUIKHIA
JOCTYII 0 OCHOBHHX PO3/LIIIB caliTy Ta (opmye mepiie BpaxkeHHs mpo Bedpecypc [8].
BpaxoByroun notpeOu KOpPUCTYBadiB 1 NPHUHIMUIM 3PYYHOCTI B3a€EMO/IlI, MEHIO
peai3oBaHO y BUIVIAAI TOPU3OHTAJIBHOTO CIHMCKY 3 MOCHUJIAHHSIMM Ha BCl OCHOBHI
cropinku: «lomoBHa», «llpo Hac», «MeHw», «Jlokamiiy, «CepTudikaT,
«KoHTakTny.

Hnst peanmizanii xeaepa BukopuctaHo Blade-mabnonizamiro Laravel, ska
no3BoJIsie 3py4uHo noegnyBatu HTML-po3MiTKy 3 tuHaMIYHUMU MapiipyTaMu. Hukge
HaBeJIeHO ()parMeHT KOAY B JIICTUHTY 3.2, 110 BIJAMOBiJIa€ 3a BUBEICHHS BEPXHHOTO

MEHIO CauTYy.

Jlictunr 3.2 — Kox HaBiramiiaol maHel

<header>
<nav class="navbar">
<div class="container">

<a href="{{ url('/"') }}" class="logo">Aby-[abi</a>

<ul class="nav-1links">
<li><a href="{{ url('/') }}">FonoBHa</a></1li>
<li><a href="{{ url('/about') }}">MNpo Hac</a></li>
<li><a href="{{ url('/menu') }}">MeHw</a></1li>
<li><a href="{{ url('/locations') }}">Nlokauii</a></1i>
<li><ahref="{{url('/certificates')}}">Ceptupikatu</a></1i>
<li><a href="{{ url('/contacts') }}">KoHTakTn</a></1li>

</ul>
</div>
</nav>
</header>

KIHEI[b JIICTHHTY 3.2

A 0oCb sIK caMe BUIUIS/IA€ HaBiramiliHa maHelb Ha caMoMy caiTi (puc. 3.1).
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Aﬁy*ﬂ,aﬁi lonoeHa Mpoxac Meno Jlokauii Cepmmdpikatn  KoHtaktu

Pucynok 3.1 — Burms HaBiramiitHoi nanesni

Ha ronoBHi#i CTOpiHIII CAUTY PO3MIIIEHO CKPABY KHOMKY «3aMOBUTH CTOJHUK,
sKa BHWKOHYE poib 3akiuKy g0 Aii «call to action» [9]. HatuckamHs Ha Hel
aBTOMATUYHO MPOKPYIy€E KOPHCTyBada A0 po3aury Konrakrtu, ne po3mimieHa gopma
3BOPOTHOTO 3B’s3Ky. Llel 070K po3MIIIy€eThCs IO IIEHTPY FOJIOBHOT CTOPIHKHU MOBEPX
aHIMOBaHOTO ()OHY, MA€ HAMIBIPO30pUi (POH, KOPOTKUHM 3aKIIMK 10 JIii Ta KHOIKY, sIKa
Bee Ha CTOpiHKy KonrtaktiB [10]. Moro mera — onpa3y NpHBepHYTH yBary
kopuctyBaua. Lleit enement kputnuno BaxumBuil 111 HoReCa-mardopm, ocKiibku
JIO3BOJIIE IIBUAKO 3AIMCHUTH OpoHIOBaHHS O0€3 3allBUX TEpPeXoJiB, KOJ IS

dbynkuionany (ict. 3.3).

Jlictunr 3.3 — Kon pyHKIIOHATY KHONKU «3aMOBUTH CTOJIUK

<a href="#contacts" class="btn btn-primary">3amoBuTn ctonuk</a>

KiHelb JICTUHTY 3.3

Hwxue Takox HaBeAeHO KOJ BIOOpaKCHHS Bi3yaiy ISl KHONMKUA «3aMOBHUTH

CTOJIMK» (JTiCT. 3.4).

Jlictunr 3.4 — Kop Bizyany KHONIKU «3aMOBUTH CTOJUK

<div class="center-text">

<hl class="headline">/lackaBo npocumo B «Aby-[abi»</hl>

<p class="cta">CnpobyiTe aTmMochepy Cxoamy BXe CbOrofgHi</p>

<a href="{{ route('contacts') }}" class="btn btn-primary">3abpoHiwBaTH
cTonuk</a>
</div>

KiHEI[b JiCTUHTY 3.4

Hwmwxue HaBeneHo (iHAIbHUM BHTIJIAN KHONMKHA «3aMOBHUTH CTOJMKY» SKHI

NPUTATYE 10 cede yBary Ta 3akjmkae 1o 1ii (puc. 3.2).
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JlackaBo NpocuMo A0
KanbsAAHHOI ABy-/labi

Haconogxyiitech cxigHoto atmochepoto B Jlylbky Ta CeiTasi!

3abpoHioBaTi CTONMK

Pucynok 3.2 — Burisig KHOKH «3aMOBUTH CTOJIMK

Poznin «Jlokamii» MicTUTh 1HTepakTUBHY Kapty Google Maps, ska mokasye Bci
noctynHi ¢unii kade — Hanpukiaz, y Jlynpky ta CeiTazi. Koj iHTerpariii HaBeaeHHi

y JIICTUHTY 3.5.

Jlictunr 3.5 — Kox intepaktuBHoi kaptu Google Maps
<div style="min-height: 100vh; background-image: url('{{
asset('images/egypt-night.png') }}'); background-size: cover; background-
position: center; background-repeat: no-repeat; padding: 100px 0;">
<div class="container text-center text-white mb-4">
<hl class="mb-4">Hawi nokauyii</hl>
<p>{3HaiigiTe Hac y Jlyubky:</strong> npocnekT Boni, 4 Ta Ha
CeiTA3i:</strong> Bynuua BepecHeBal!</p>
</div>

<div id="map" style="height: 500px; width: 80%; margin: @ auto; border-
radius: 10px; box-shadow: © © 20px rgba(9,0,0,0.6);"></div>
</div>

KIHEI[b JIICTUHTY 3.5

Bizyan kaptu sika iHTETpOBaHa B CAalT MOYKHA MMOOAYUTH HA PUCYHKY 3.3.
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nac Mewio Jloxauii Ceprudikaw Kowtaktn

Hawi nokauii

3naiaiTe Hac y flyubky: npocnext Boni, 4 Ta Ha CaiTasi: synvmua Bepecriesa!

oBapwasa
155 *Warszawa

oBpounas

Wroclaw
(6]

YeHcTox0Ba

Czestochowa

JKatosuy
Katowice
sKpaxos
Krakéw
Ocrpasa,
Ostrava

Pucynok 3.3 — Burnsig intepaktuBHOi kapt Google Maps

CexkIlis KOHTaKTIB Ha CalTi KalbsiHHOI «AOy-/1abi» 103BOJIsIE KOpUCTyBayam
IIBUJIKO 3B’SI3aTHCS 3 aJMIHICTpAIli€l0. BOHA BKJIIOYAE 3pY4yHY (POpMy 3BOPOTHOIO
3B’SI3KY 3 TIOJISIMM JIJIs iMEH1, email Ta moBiIOMIIEHHS. 1aHi 3 POpMU HAICUIIAIOTHCS Ha
cepBep 1 30epiratoThCs y BIMOBIAHIN Tabnuii 6a3u nanux [11].

[Topyu 13 (opmoro po3MillIEHO OCHOBHY KOHTAaKTHY 1H(OpMaIliI0: HOMEp
TenedoHy, €IEKTPOHHY MOMITY Ta MOCUJIAHHS Ha COLIaIbHI MEPEXi. OJIOK CTHITI30BaHO
BIJINOBIJTHO JI0 3arajbHOr0 JU3aiiHy CaliTy — TEMHE HamiBIPO30pE TIO0, KOHTPACTHI
3aroJIOBKH Ta IKOHKH. BCS CEKIIisl a/JaliTOBaHa i1 MOOUIBHUX TIPUCTPOIB 1 MAE MPOCTY

HaBITaIlilo, KA HaBeJeHa B JICTUHTY 3.6.

Jlictunr 3.6 — Kox 070Ky KOHTaKTH

<div style="
background-color: rgba(e, o, 0, 0.5);
padding: 1.5rem 2rem;
border-radius: 12px;
text-align: center;
color: white;
max-width: 450px;
width: 100%;
z-index: 2;
font-size: ©.95rem;

<h2 class="mb-4">3B’ axiTbcAa 3 Hamu</h2>
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@if(session('success'))
<div class="alert alert-success">{{ session('success")
}}</div>
@endif

<form method="POST" action="{{ route('contact.store') }}">
@csrf
<div class="mb-3 text-start">
<label for="name" class="form-label">Im’a</label>
<input type="text" class="form-control @error('name') is-
invalid @enderror" id="name" name="name" value="{{ old('name') }}">
@error('name') <div class="invalid-feedback">{{ $message
}}</div> @enderror
</div>

<button type="submit" class="btn btn-primary W-
100" >Hapgicnatu</button>
</form>

<div class="mt-4">
<p><strong>Qs</strong> +380 68 424 30 57</p>
<p><strong>?</strong> Nlyubk, npocn. Boni, 15</p>

<p>
<a href="https://t.me/sashook5" style="color:
#00acee;">Telegram</a> |
<a href="https://www.instagram.com/abu_dhabi_ lutsk/"
style="color: #E1306C;">Instagram</a>
</p>
</div>

</div>

KiHelb JICTUHTY 3.6

Huzaiin  cekmii «KoHTakTW» BUKOHAHUW Yy MIHIMAIICTUYHOMY CTHJIL 3
BUKOPUCTAHHSM HAIIBIPO30PUX E€JEMEHTIB, 110 CTBOPIOE BI3yaJIbHO JIETKUH 1
CydyacHHMU BWIJsA. Takuil MiAXil HE TMEepeBaHTaXye KOpUCTyBada iHGOpMAIi€r i
JI03BOJISIE  30CEPEAUTHCS Ha HaAWBaXJIMBIIOMY — 3aco0ax 3B’s3Ky. EnemeHTH
PO3MIILEHO JIOTIYHO Ta 1HTYITUBHO 3pO3yMUIO: OJipa3y MOMITHI 1KOHKHM COIladbHUX
mepexx (Instagram Ta Telegram), mo 3a0e3medye MBHAKUN TEpexiny s
O3HAMOMJICHHSI 3 [iSUTHHICTIO TMPOEKTY 1032 MeXaMH caiTy. BukopucranHs
MPO30POCTI Ta MPOCTUX (POPM [0AA€ BIAUYTTS BIAKPUTOCTI Ta JOBIpH 10 OpeHIy,

H1AKPECIIOIYN Cy4acHICTh iHTepdeicy. 3pa3ok peanisallii MoAaHo Ha PUCYHKY 3.4.
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3B 'AXITbCA 3 HAMMU

lMoBiAOMAEHHA

Haaicnatm

+380 68 424 30 57

| Nyubk, npocn. Boni, 15

Pucynox 3.4 — Burunsin 610Ky KOHTaKTH

Cropinka «MeHro» peanizoBaHa y BUTJIAI JBOX SIKICHUX 300pa)k€Hb, IO
BiI0OpaXkatoTh (DaKTUYHE TMarnepoBe MEHIO 3akiany. [HTerpoBaHe 3aBISKU HE

CKJIQJHOMY KOJYy SIKHUM BU MOXKETE MOOAYUTH B JIICTUHTY 3.7.

Jlictuur 3.7 — Kox meHro

@section('content')

<div style="min-height: 100vh; background-image: url('{{
asset('images/egypt-night.png') }}'); background-size: cover; background-
position: center; background-repeat: no-repeat; padding: 100px ©;
position: relative;">

<div class="smoke-container" style="position: absolute; bottom: 160px;
left: 50%; transform: translateX(-50%); pointer-events: none; z-index:
2;">
<div class="smoke" style="animation-delay: ©0s;"></div>
<div class="smoke" style="animation-delay: 2s;"></div>
<div class="smoke" style="animation-delay: 4s;"></div>
</div>

<div class="container text-center">
<div class="mb-5">
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<img src="{{ asset('images/menul.png') " alt="MeHu
KokTenniB" class="img-fluid rounded shadow">
</div>
<div>
<img src="{{ asset('images/menu2.png') }}" alt="MeHw Hanois"
class="img-fluid rounded shadow">
</div>
</div>
</div>
@endsection

KiHelb JIiCTUHTY 3.7

Takuil miaxia A03BOJISIE MAaKCUMAJIbHO TOYHO IepenaTtu atMocdepy Ta CTHIIb
OpeHmy, BOJAHOYAC HAJAIOYM BiABITyBauaM 3py4YHUH CHOCIO O3HAlloMHUTHCA 3 yciMa
JOCTYIMHUMH NO3ULIsIMU. DPOTO OXOIUIIOIOThH yC1 KaTeropii: KalbsiHU, HAIOi, 3aKyCKH,
aBTOPCHKI MIKCH [12] — 1110 103BOJISIE MIBUJIKO 30PIEHTYBATUCS Y BUOOP1. 300paKeHHs
aJanToBaHl JUIsl PI3HUX THUIIB MPHUCTPOiB: HA MOOUIBHUX BOHHM MAaCIITaO0YIOTHCS
aBTOMAaTUYHO, 3a0€3Meuyloun 3py4YHe YWTaHHS HaBiTh ApiOHOro Tekcty. Lle mpocre,
asie e(heKTUBHE PIIICHHS, 110 HE TOTpeOye CKIAAHOI peani3alli ToBapHUX KapTOK, MpU
I[bOMY TOBHICTIO BUKOHY€E CBOIO (YHKIIIIO. SIK 11 BUTJIAA€ HA TIPAKTHUIl BU MOXKETE

noOaYnTH HA PUCYHKY 3.5

mm(\ . £ : ~C D>
—MhH CHHPTIIHAIIOI H Da.Eh

AAYILK BAP \AYHA BAP

TI'OPLJKA ) JUKHH F 4 POSJIHBITE
Xopmuus Giaa 2 Becfeater 1 b5 B -— 5 32 bige

Xopmuus wopna 3 z
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Zubrovka bizon grass = Y)  Besherooka g 3
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Cmapuit Taanin - b i / Y 71 30 Pepsi 05 2
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Pucynok 3.5 — Bursin Bknaaku MeHto
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VY pesynbrari po3poOku BeOcanty «AOy-/1abi» Baanocs peanizyBaTu Cy4yacHY
Ta CTWIBHY IIIaT(HOpMY, 10 MOBHICTIO BiJIMOBIIae moTpedam 3aknany. CalT BKIOYAE
BCl KIIFOYOBI PO3JUIM: TOJIOBHY CTOPIHKY 3 IHTEPAaKTUBHUM BITaIbHUM OJOKOM 1
KHOIIKOI0O OpoHIOBaHHs, 1H(QOpMaTuBHY CTOpiHKY «IIpo Hac», MEHIO y BHUIJISIL
peanbHux (oto, Jokamii 3 iHTerpamiero Google Maps, cepTudikaTi Ta KOHTaKTHY
dbopMy 3 maHuMH 11 3B°SI3KY. 3aBASIKM BUKOpHUCTaHHIO PperiMBOpKy Laravel ta 6a3u
nanux MySQL nipoekr [13] BUHIIIOB 3pyYHUM y KOPUCTYBaHHI, aIalITUBHUM JI0 P13HUX
IPUCTPOIB 1 TEXHIYHO cTabLIbHUM. Pecypc 3a0e3neuye mpocTy HaBiraiito, IpueEMHHNA
JU3aiH Y CXIJTHOMY CTHJII W MOXJIMBICTH IIBHJIKO 3HAWTH MOTPiOHY 1H(OpMaIliio.
Takuii caiT eeKTUBHO NMPE3EHTYE KAJIbIHHY B IHTEPHETI i CIIpUsi€ 3aJTyY€HHIO HOBUX

KJIIEHTIB.

3.2 TectyBaHHSI Ta HAJIAaroJ:KeHHs1 iH(hopMalliliHO-KOMII’ IOTEPHOI CCTEeMH

TectyBanHsi BkiIIOYaE B ceOe TMEPEeBIPKY KOPEKTHOCTI (DYHKI[IOHYBaHHS
iHTepHeT-mnathopmu g kade «AOy-abdi», po3poOraeHoi 3 BUKOPUCTAHHSIM
bperimBopky Laravel Ta ©6a3zm manmx MySQL. OcobnuBa yBara HpUILISAIACh
cropiakaMm: «['onmoBHa», «Ilpo Hacy, «Mento», «Jlokamiin, «Ceptudikatu» Ta
«KonTakTmy, a Takox po0OoTi (hopMu 3BOpOTHOTO 3B’ 53Ky [14].

OyHKI[IOHAIBHE TECTYBaHHS — TEpPEeBIpKa BIAMOBIAHOCTI (DYHKIIIOHATBHUX
MO>KJIMBOCTEUIIPOEKTY OMTUCAHUM BHUMOTaM.

[arepdeiicae TectyBanns (Ul) — mepeBipka BimoOpakeHHs, YUTAOETHHOCTI Ta
BI3yaJIbHO1 TPUBAOJIMBOCTI CANTy.

TectyBaHHs 0a3u JaHUX — MMEPEBIPKa, UM 3aMKUCYIOTHCS Ta BJ0OpaKaOTHCA TaH1
3 opm.

KpocOpay3epHe TecTyBaHHSI — TepeBipkKa Mpare3laTHOCTI CAMTy B PI3HUX
Opay3zepax.

Hanaromxenns (debug) — momyk Ta yCyHeHHs TOMMJIOK Y JIOTILI CailTy abo

BEPCTIIL.
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Tabmuns 3.2 — Pe3ynbTaTu TECTyBaHHS Ta HaaroJKeHHs 1HQOpMaIliiHO-

KOMIT FOTEPHOT CUCTEMU

. . . daxTrnuHMit
TecToBa mist OudikyBaHH pe3ynbTar
pe3yabTaT
BiIKpHUTTS TOJIOBHOI CTOPIHKH BinoOpaxaerbcst poH, UM, KHONIKA | YCHilHO
Haruckanus Ha “3abpoHroBatu . . . .
v [Tepexin Ha CTOPIHKY KOHTAKTiB VYeminxo
CTOJIUK
Hancunanus ¢gopmu 3B0OpOTHOTO [ToBioMIIEHHS PO YCHIIIHY Vemimio
3B’SI3KY BIJINPaBKY
) Binoopaxaerscst Google kapra 3 )
Kapra 3 nokarissmu A P & P VenimrHo
MITKaMHU
Busenenns ceprudikaTiB Tumyacosi micug st ceptudikaTie | YcmimHo
AJTanITUBHICTh HA MOOIJILHOMY Bce unraernesd 1 He 3 TxIKAE VYeminHo
. ) IToms HE MOYKHA 3aIUIIATH .
Bampgamia ganux . VYeminmo
MTOPOXKHIMH
afi 3 GopMH HOTPAIUIAIOTE y 0a3 )
3anuc y b/l (koHTaKkTH) faHHX bop P y y VYeminmo

VY pe3ynbTaTi IpOBEAECHOTO TECTYBAHHS MIATBEPIKEHO, 10 BC1 €JIEMEHTH CaUTy
Kade «AOy-J[ab1» KOPEKTHO aIaNTyIOThCS 10 PI3HUX THUIMIB MPUCTPOIB Ta PO3AUIHHUX
3naTtHocTel ekpadiB. IHTepdelic MacmTabyBaBcsi 0€3 CIOTBOPEHb, YCl OJIOKU
30epirajid JOTiKy pO3MIIIEHHS Ta B1I0OpaXKaIuCs 3py4HO K Ha KOMII I0Tepl, TaK 1 Ha
mIaHmeri 4u  mMoOutbHOMY TenedoHi. Ile cBiguMTh mpo SKICHY peai3allio
aJanTUBHOIO JW3aliHy 3 BHUKOPUCTaHHAM cy4acHoi Bepctkn Ta  CSS-
iHCTpyMeHTiB [15].

Kpim BizyansHOro anamizy, OyJ0 BpyYHY HpPOTECTOBAHO (PYHKIIOHAIBHICTh
OCHOBHUX CTOpIHOK calty: «l'onoBHa», «lIpo Hac», «Menwo», «Jlokaiiiy,
«Ceptudikatn» Ta «KoHTakTn». OkKpeMmy yBary MNPHAUICHO TEPEBIPIi KHOMKU
«3a0pOHIOBATH CTOJUKY, IKa KOPEKTHO BeJle 0 KOHTAKTHOI (popmu.

dopMa 3BOPOTHOTO 3B’SI3KY YCHIIITHO MEpeae JAaHl Ha CepBEp, 00pOOIIEThCS
yepe3 mapmpyTt Laravel 3 momampmuMm 30epekeHHsSM y 0aszi manux MySQL.
[IpoBeneHna mepeBipka Badifaii 000B’sS3KOBUX MOJiB (iM’s, email, MOBiTOMIICHHS)
MiATBEpANIIa PABIWIbHY poOoTy Joriku. JlomaTkoBo nepeBipeHo iHTerpaiiito Google
Maps Ha cropiHmi «JIokamii» — Mama 3aBaHTaXYye€ThCS CTAaOUIbHO, MITKHU

Bi10OpakaroThCs 3T1THO 3 reorpadiuHuMu KoopAauHaTtamu [16].
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[ToMusiok y poOOTI KIHOUOBUX KOMIIOHEHTIB HE BHUSBJICHO, IO MIATBEPKYE

TOTOBHICTb 1H(POPMAIIHHOT CUCTEMHU JI0 MOJAIBIIIOT0 PO3TOPTAaHHS Ta €KCILTyaTallii.

3.3 Po3po0ka 6a3m 1aHux

baza ganux ns caliTy cripoeKTOBaHa 3 BUKOPUCTAHHSIM PEIALINHOI MOJEN B
MySQL, mo 3abe3neuye edekTuBHE 30epiraHHS Ta OOpOOKY CTPYKTYpOBaHOI
1H(opMmarii.

JUist peamizarii 3B’s13KiB MK JaHuMH BukopuctaHo Eloquent ORM, skuii €
yacTuHO ¢peiiMBopky Laravel 1 criporrye poboty 3 623010 TaHUX.

OCHOBHMMHU CYTHOCTSIMU 0a3H JaHUX €:

— Menultems: Tabmuug s 30epiraHHsa 1H(opMmamii Ipo €IeMEHTH MEHIO
KaJIbsIHU, HAIlO1, 3aKyCKHU, BKJIIOYAaI04UH Ha3BY, OIUC, 111HY, KATETOP10 Ta MOCUJIAaHHS Ha
300paxKeHHS,

— Certificates: Tabmuus ns 30epiraHHg JaHUX PO cepTU]IKATH, BKIIOYAIOUH
Ha3BY, ONKC 1 MOocUJIaHHsA Ha (aiin 300paxkenHs ado PDF;

— Feedback: Tabnuus nns 3anucis 13 GopMHU 3BOPOTHOTO 3B’ SI3KY, IO MICTUTh
IM’sl KOPUCTYyBaua, eJIEKTPOHHY MOLITY, MOB1IOMJICHHS Ta J1aTy CTBOPEHHS;

— Locations: Tabmuis ans 30epiranHs iH(opmalii mpo JIoKaiii 3akiajiiB,
BKJIFOYAOYM Ha3BY, a/Ipecy, KOOPAUHATH JIJIsl KAPTU Ta KOHTAKTHI JaHi.

Cxema 0a3u JaHUX TpENCTaBlieHa Ha PUCYHKY 3.6, CTBOpeHOMY B ¢opmari
PlantUML. Bona BimoOpakae Tabnuil, ixHi moJist Ta 3B’s3ku. Hanmpukiasn, taOmuis
Menultems noB’si3aHa 3 TaOJIMIICIO KAaTEropiil yepe3 30BHINIHIN KIIIOY, 110 JA03BOJISE
IpyMyBaTy €JIEMEHTH MEHIO 3a TUIIAMH KaJIbSIHU, HAIO1 TOLIO.

Oxkpemy posib y cxemi Bimirpae tabmuns Feedback, sika He mMae 30BHIIIHIX
3B’A3KIB 3 IHIIMMU CYTHOCTSMU cHCTeMU. BoHa mnpu3HayeHa BUKIIOYHO MJIs
30epiraHHs 3B€pHEHb, BIATYKIB Ta 3allUTaHb KOPUCTYBauiB, [0 HAJACHIIAIOTHCS Yepes
dbopMy 3BOPOTHOTO 3B’sI3Ky. Takui MiaxiJ A03BOJsi€ 30epiraTd IMOBIIOMIIEHHS
HE3aJIe)KHO Bl KOHTEKCTY il KOPUCTyBaya B CHUCTEMI, 3a0€3Meuyloyd MPOCTOTY

00poOKHU Ta aHaJi3y 3BEPHEHb.
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(E) Menultems

Certificates

® (E) Feedback o id : INT «PK»
bl e o id : INT «PK» category id : INT «FK»
title : VARCHAR name : VARCHAR

name : VARCHAR

email : VARCHAR
message : TEXT
created_at: TIMESTAMP

description : TEXT
file_path : VARCHAR
created_at : TIMESTAMP
updated_at : TIMESTAMP

description : TEXT

price : DECIMAL

image : VARCHAR
created_at : TIMESTAMP
updated_at : TIMESTAMP

® Locations

A
e id : INT «PK» @ Categories
name : VARCHAR .
address : VARCHAR o id : INT «PK»
latitude : DECIMAL name : VARCHAR
longitude : DECIMAL created_at : TIMESTAMP
phone : VARCHAR updated_at : TIMESTAMP
created_at : TIMESTAMP ’
updated_at : TIMESTAMP

Pucynox 3.6 — Cxema 6a3u gaHux BeOcaiTy KajabsiHHOT «AOy-J[a0i»

baza panux chopoekToBaHa 3 ypaxXyBaHHSM MPUHIMIIB HOpMali3amii s
YHUKHEHHSI HaJIMIPHOCTI JaHUX 1 3a0e3neueHHs e(eKTHUBHOI OOpOOKM 3aIlvTiB.
Hanpuknan, BukopuctanHsi okpemoi tadmuii Categories 103BOJIsIE THYYKO KEpyBaTH
KaTeropisiMmu MeHro 0e3 nyomtoBanHs nanux. [lomns created at i updated aty taGmuisx
3a0e3MeuyoTh BIATS)KCHHS dYacy CTBOPEHHS Ta OHOBJICHHS 3aluCiB, M0 €
CTaHJIAapPTHOIO TpakTHKorO B Laravel [17].

Tabmumi Certificates 1 Statements He mMOB’s3aHi 3 1HIIUMH O0€3MOCEPEIHBO,
OCKIJIbKH B1JOOpaxaroTh OKpemi po3aiiu caity; Tadiuis Feedback Takox aBToHOMHa
1 BUKOPUCTOBYETHCS JIJIsi 30€piraHHs MOBIJIOMJIEHb KIIIE€HTIB 13 KOHTaKTHO1 (hOPMH.
[IpoexkTyBanHsT 0a3u JaHWX 3aBEPIIYEThCA CTBOPEHHSAM Mirpamiii Laravel, ski
3a0€31euyIoTh JIETKe po3ropTaHHs Ta moaudikaiiro cxemu b/I. Sk npuknazn, mirpaiis
JUIs CTBOpeHHs Tabnuii cepTudikari Certificates HaBeeHa HUKUYE y BUTIISAL KOIY Y

Jictunry 3.8.

Jlictunr 3.8 — Mirpanis njs cTBOpeHHs Ta0nuill cepTudikaTiB GparMeHT

Schema::create('certificates', function (Blueprint $table) {
$table->id();
$table->string('title');
$table->text('description')->nullable();
$table->string('file_path');
$table->timestamps();

})s

KiHeI[b JIICTUHTY 3.8
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Y ¢parmenti wmirpamii (micrt. 3.8) 3amatorbes mons Tabmmii  Certificates:
yHIKanbHUH 11eHTHdikaTop id , TekcToBl o title (Ha3Ba) Ta description (omuc, Moxe
Oyt BincyTHiMm), none file path mms 30epiranns msxy no aiimy ceprudikata, a
TaKOXX CIIY»KO00BI MiTKM 4acy created at 1 updated at . AHaAJIOTIYHO CIIPOEKTOBAHO
Mmirpamii mns iHmmx cytHocted (Menultems, Categories, Locations, Statements,
Feedback).

CripoekToBaHa CTPYKTypa CailTy BKIIIOUAE MIICTh OCHOBHUX CTOPIHOK i3 YiTKOIO
HaBIraIi€o Ta aIallTUBHUM JU3aHHOM, III0 BiMOBITA€E TOTpeOaM IiITLOBOT ayIUTOPII.
Cxema 6a3u 1aHux, 300pa’keHa Ha PUCYHKY 3.6, OXOIUTIOE YOTUPU OCHOBHI TaOIHII 3
BIJIMOBITHUMH 3B’sI3KaMu, 110 3a0e3neuye edeKTUBHE 30epiraHHs JaHuX MPO MEHIO,
cepTudikaTu, 3BOPOTHUH 3B’SI30K 1 JoKatli. {1 pillieHHs] CTBOPIOIOTH HAJIHHY OCHOBY

TS TIOAQUTBINIOT peaizaliii caty 3 BukopuctanHsaMm Laravel 1 MySQL.

3.4 Po3milenHs caiiTy Ha BuOpaHiii niargopmi XoCTUHTY

[Ticnst 3aBepiieHHS BCIX KJIIOYOBUX €TaliB PO3POOKH, HAIAroJKEHHS Ta
TecTyBaHHs BeO-Tutatgopmu 1ist kade «AOy-J1abi» BuHUKIIAa TOTpeda y 3a0e3nedeHH1
il JOCTYMHOCTI JUIsl LUJIbOBOI ayAWTOpii depe3 Mepexy IHTepHeT. Axke muiie
pO3poOUTH  (PYHKIIOHATIBHUN 1 3pydyHU BeOCANUT HENOCTaTHHO — HEOOX1IHO
3a0e3nmeunuT MOro CTallapHy poOOTYy B OHJIAMH-CEPENOBUINI, MO0 KOXEH
MNOTEHIIHUI KIIEHT MIT 0€3NEePEIKOIHO BIABIIATH pecypc y Oy ib-sIKuii 4ac 13 Oy/1b-
SIKOTO TIPUCTPOIO.

3 11i€10 METOI0 OYJ10 0OpPaHO OJIHY 3 HANTIOMYJISIPHIIINUX CYyYaCHHUX IIATHOPM ISt
XOCTUHTY BeOnpoekTiB — Hostinger. Ile xmapHe pimieHHs 3apeKoMeHAyBajlo cede
3aBISIKM  BUCOKIA  MPOAYKTHUBHOCTI, I1HTYITUBHO 3pO3yMmioMy iHTepdeicy
aJIMIHICTPATUBHOI MaHeJ1 Ta MUPOKIA miATpuMIll BeOTexHoorid. Hostinger moBHICTIO
cymicauil 13 PHP, MySQL, a Takoxx Hajgae MOXJIMBICTh 0€3 MpoOsieM po3MilllyBaTu
MPOEKTH, cTBOpeH1 Ha ocHOBI PHP-dpeitmBopky Laravel.

Bub6ip came 1ii€i miargopmu 00yMOBIICHUI HE JIMIIIE TEXHIYHOIO BIMTOBIIHICTIO,

a ¥ 11 mpoctororo y BukopuctanHi. IHtepdeiic Hostinger mo3Bomsie MIBHIKO
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3aBaHTXUTH apXiB MPOEKTY, HAAIITYBATH 0a3y JaHUX, IiJIKIIOUYUTH JOMEHHE 1M S,
BCTaHOBUTU cepTudikar Oe3nexkn SSL, a TakoX CTBOPUTU CEPEOBUIIEC IS
posroptanHs Laravel-nomatky. Takok BaXXIHMBUM UYMHHHKOM € TIATPUMKA
aBTOMATUYHHUX PE3EPBHUX KOIIiH, M0 3a0e3Medye J0JaTKOBY HaIIHHICTh y BUMAIKY
3001B 200 BTpaTH JaHUX.

Takum unHOM, po3MimieHHs caiiTy «AOy-/1abi» ma Hostinger mo3somuno He
JIUIIE BUBECTH MPOEKT y MyOJIUYHMM NOCTYI, a ¥ 3a0e3meuyuTH oMy CTaOlIbHY,
OoesrmeyHy Ta mBUAKY pobory. Ile cramo ¢inampHMM ~eTamoMm  peami3artii
BeOIIaThopMu, IO BiJITENEp MOBHICTIO TOTOBA JO BUKOPUCTAHHS KIIE€HTAMU Ta
aJIMIHICTpYBaHHS 3 OOKY BJIACHUKIB 3aKJIay.

Omxe mrs modatky Ha Hostinger Mu MTOBHHHI aBTOPHU3HYBATHCh Ta KYITUTH
MIJTUCKY sIKa J03BOJIMTH HaM IMOCTABUTH HAIll CAalT Ha XOCTHUHT, ITICJISI TOTO K BCE 1€

MU 3pOOHIIM HAC 3yCTpivae rojloBHE MeHIO (puc. 3.7).

A3 HOSTINGER @ 3ampocite pyraisaposite 3455 g3 @ @

(R Ronowy
BiTaemo, Five!

] caim
Bigwetn
CNMCOK cailTie
Mirpauji
@ nomens
XocTuur ~
= Horizons
we Single Web Hosting
& nowra o n ighteyan-crocodile-
wPS
@ Monitopunr papkrery

B onnara

2 Maprernneiic

Pucynok 3.7 — I'onoBHa ctopinka Hostinger

[Ticns MU TOBMHHI IMIOPTYBATH HAIll MPOEKT 11100 KOPEKTHO HOro iMIOPTYBaTH
noTpioHO 3:xkaTu Horo B popmat ZIP. A micns 3aBaHTaXuTH Ha caM caT Hostinger B

pO31i1 epeHeceHHs caitis (puc. 3.8).
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Hostinger Horizons

Mnatdopma LI anA CTBOPEHHA 3aCTOCYHKIB,

iHCcTpyMenTiB i M3

@ WordPress

Hy4Ke HanaWTyBaHHA ANA PisHKX NOTPes

| - -
"’ KoHcTpykTop canTie Hostinger

KoHCTpyKTOp CcaiTie Ha ocHosi LW

N ~ ~
www KopucTyBaubKui caiT PHP/HTML
B¥ MOXeETe 3aBaHTaXUTH CBIit KOA 360 BCTAHOBUTH

iHWKM gofaToK

~ MepeHecTy caikT

Pucynok 3.8 — IMmopTyBaHHS POEKTY HA XOCTHHT

[Ticnst yekaeM 3akiHUYEHHS MEPEHECEHHS 1 Halll CalT OyAe pO3MIIIEHUN Ha

xocTHHr (puc. 3.9).

) HOSTINGER @ sanpocis apyralsapoim 35S @ B @

@ Aoony Calim | # = caime + Opuaari Howus socTiewr-Tapad

(@ Q . . = w

- Sinle Web Hosting :

&\ Crinsumi gocTyn
() BmeomysTocn nepenecemn ~ X

Pucynok 3.9 — Craryc caiiTy Ha XOCTUHTY

BucHoBkmu 10 po3aiay 3

VY TpetboMy po3aiii 0YyJI0 IeTaIbHO PO3TIISIHYTO MPOIEC pPO3POOKH, TECTYBaHHS,
NpOEKTYBaHHS 0Oa3u JaHUX 1 PO3MIIIEHHS BeOcailTy KanbsHHOI «AOy-/labi» Ha
XOCTHHTY. B pe3ynbTaTi mpakTUYHOT peasizallii CTBOpeHo (PYHKIIIOHAJIbHY, aIalITUBHY
Ta Bi3yaJbHO MPUBAOJIMBY 1IHTEPHET-TUIAT(HOPMY, IO BIAMOBIAE BUMOTaM Cy4aCHOTO

BeOPO3pOOIICHHS.
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OcHoBorw peanizaiii cinyryBaB (peiimBopk Laravel, mo 3a0e3nednB YiTKYy
CTPYKTYpY TPOEKTY, €(QEKTUBHE YMpaBIiHHA MaplIpyTamu, IIa0JIOHAMU Ta
KOHTpoJiepamMu. byno cTtBopeHo Bci HeoOXimHi ctopiHku:«l omoBHa», «IIpo Hacy,
«Mento», «Jlokaii», «Ceptudikatn» ta « KOHTaKTH», — KOXKHA 3 IKMX M€ BIACHUN
yHIKaIbHUM (QyHKI[IOHan Ta Aus3aiiH. /[l 30epiraHHs JaHUX — poO3poOSIEHO
CTpyKTypoBaHy 0a3y gannx MySQL, 3 TabnuimsiMu 17151 MEHIO, JIOKAIlii, cepTugikaTiB
1 3BOPOTHOTO 3B’ SI3KY.

B pamkax TectyBaHHs OyJi0 MEpEeBIPEHO BCI OCHOBHI €JIEMEHTH CHCTEMH — BiJl
HaBITallIfHOTO MEHIO JI0 1HTEPAaKTHUBHOI KapTH W (OpMH 3BOPOTHOTO 3B’S3KY. 3a
pe3ybTaTaMu TECTIB MIATBEPKEHO KOPEKTHY pOOOTY CaliTy Ha PI3HUX MPUCTPOSX 1 B
pi3HHX Opay3epax. 3okpema, popMa «3B’SKIThCS 3 HAMUY CTaOLIBHO Mepeaae 1aHi 10
0a3u, a kapta Google Maps BimoOpakae moTpiOH1 JOKAILi.

@diHanbHUM eTanoM cTana myOmikamisa caity Ha matdopmi Hostinger, sika
JI03BOJIMJIA PO3TOPHYTH MPOEKT Y PEATbHOMY CEpPEIOBHILIl Ta HAAATH A0 HHOTO JOCTYTI
yCIM KOPUCTYBavam.

PeanizoBanuii caiiT € MOBHOLIIHHOIO 1H(POPMALIIHOIO CUCTEMOIO 1JIs1 KaJIbsHHOI,
sKa 103BOJIsIE €PEKTUBHO MPE3CHTYBATH 3aKjiajl y ITU(GPOBOMY MPOCTOPI, MiABUIIIUTH
BIII3HABAHICTh OpeHAy M 3a0e3MeunTy 3py4YHHI KaHal KOMyHikauii 3 kiaieHTamu. Lle
CBIJIYMTH PO YCIIIIHICTh peai3allli MOCTaBICHUX 3aBAaHb Ta TOTOBHICTH IIATGOpMHU

A0 IIPAKTUYHOI'O BUKOPHUCTAHHA.
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BUCHOBKH

KBamiikarmiiina pobGota mnpucBaueHa po3podii BeOCAUTY-BI3UTKH IS
KaJIbIHHOI «AOy-J{a01» 3 BUkopucranusam ¢ppeitmBopky Laravel 1 6a3u gannx MySQL,
IO JIO3BOJHJIO CTBOPUTU Cy4yacHHH, (DYHKUIIOHAJIBHUN 1 3py4HHI pecypc, SKUN
BIJIMIOBI/Ia€ TOTpedaM 3akiagy Ta Woro mutboBOi aymautopii. [IpoBenenuit anamis
npeaMeTHOI 00JlacTi MIATBEPAMB AaKTyaJdbHICTh CTBOPEHHS SKICHOTO OHJIAHH-
IPECTaBICHHS ISl KaJbsHHUX, BPAXOBYIOUH IXHIO MOIMYJAPHICTH CEpel] MOJIOI Ta
HEOOXITHICTh KOHKYPEHTOCIIPOMOKHOTO TO3UIIOHYBAaHHS Ha JIOKAJLHOMY PHUHKY
Jlyupka Tta CsiTs3s. BuBduenHs icHyrouoro caiity (abudhabi.com.ua) BusBmIO #oro
HEJIOJIIKMA, TakKl SIK 3acTapiIui AW3aifH, BIACYTHICTh aJalTUBHOCTI Ta OOMEKEHUM
(GbyHKITIOHA, 1110 CTaJI0 OCHOBOIO I (JOpMYBaHHS BUMOT JI0 HOBOTO PECYpCY.

VY xoxi anami3zy npeameTHoi obnacti 0yIio 310paHo 1HPOpMaLio Npo cuenudIKy
pecTopaHHOTO Oi3HECY Ta OYIKYBaHHS MOTEHUIMHUX KI€HTIB. lle m03BONMIO YITKO
BU3HAYHTH IIJILOBY ayJIMTOPIIO0, 3p0O3yMITH i1 TOTpeOu Ta chopMyBaT OOTPYHTOBAHI
BUMOTH /10 ()YHKIIIOHAJIBHOCTI M CTPYKTYypH MailOyTHBOTO CaiTy.

Bubip TexHomoriyHoro creky, 30kpema (peiimBopky Laravel 1 6a3u nmanux
MySQL, OyB oOrpyHTOBaHMW iX HaJIHHICTIO, THYYKICTIO, BEJIMKOI CHIJIBHOTOIO
MNIATPUMKH Ta €()EKTUBHICTIO y CTBOPEHHI BEOIIPOEKTIB CEPEIHBOTO PIBHS CKJIATHOCTI.
Laravel 3a6e3neuye 3pyuny peanizaiito MVC-apXiTeKTypu Ta MOTYKH1 IHCTPYMEHTH
JUISL IBUJIKOT PO3POOKH.

ApxiTekTypa cailTy Oyjia peTelbHO CIPOEKTOBAaHA 3 YPaxXyBaHHSIM 3pyYHOCTI
JUIsl KOpUCTyBaya, MacluTaboBaHOCTI Ta 6e3neku. byo Bu3Ha4ueHo Joriky 0a3u JaHuX,
CTPYKTYpPY TaOJUIIb 1 3B’SI3KM MK HUMH, a TAaKOX CTBOPEHO MPOTOTHIU CTOPIHOK 1
HaBITaIIIHOI CTPYKTYpH Ui 3a0€3MeUeHHs] IHTYITUBHOI B3a€MO/IIT 3 CAUTOM.

DyHKIIIOHAJI CAUTY YCIIITHO peaTi3oBaHO BIAMOBIIHO /10 TEXHIYHOTO 3aB/IaHHS.
Cepell OCHOBHUX MOXKJIMBOCTEH — PO3/ILIN 3 aKTYaJIbHOI 1H(OpMALII€0 PO 3aKiaj,
IHTEpaKTHBHA KapTa PO3TAIllyBaHHS Ta CHUCTeMa OPOHIOBAHHS CTOJIMKIB 32 HOMEPOM

TenedoHy, 10 3HAYHO MIABUIIYE 3PYyUHICTh IS BiJIBIAyBayiB.
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[IpoBeneHe  TecTyBaHHA  OXOIUTIOBAJIO  sSK  (YHKI[IOHAJIbHI, TaKk 1
He(PYHKIIIOHAJIbHI BUMOTH. ByJio mepeBipeHo KOPEKTHICTh PpOOOTH KOKHOT'O MOJTYJIS,
MIBUKICTh 3aBAaHTAXCHHS CTOPIHOK, aJaNTHUBHICTh JU3aiHY, a TAaKOX CTAaO0LIBHICTH
pOOOTH CaiTy I HABAHTAKCHHSIM.

3aBepiabHAM €TaloM CTaJI0 PO3TOPTaHHS CaWTy Ha XOCTHUHTY, HWOTO
HAJNAINTYBaHHA Ta BIPOBAKEHHS OCHOBHMX mpuHIMMIB SEO-ontumizamii. Ile
JI03BOJIsIE CaiiTy OyTH BHIMMHUM Yy TIONIYKOBHX CHCTeMax 1 3abe3meuye Kparry

IHJIEKCAIIIIO, 1110 CIPHSIE 3ATyYEHHIO HOBUX KJTIE€HTIB.
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STEP-BY-STEP ANALYSIS OF SECURITY FEATURES OF
MODERN CONTENT MANAGEMENT SYSTEMS

Andrushchak Igor,
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Lutsk National Technical University

The concept of content management systems (CMS) is presented. The main freely
distributed CMS actively used for creating and managing websites are considered:
Joomla!, WordPress, Drupal. Their main characteristics are considered., special
attention is paid to security issues, such as features of security subsystems, the most
critical vulnerabilities, possible attacks on CMS. Recommendations for setting up and
using the considered content management systems are given, allowing to increase the
security of client systems built on their basis.

Keywords: network vulnerabilities, content management systems, dynamic site
management.

Nowadays, most organizations have their own resources on the global Internet.
Maturally, tools that provide automated creation, maintenance and development of a
website have become popular. Traditional static technologies, when a website
consisted of static pages and a set of additional specialized scripts, could not effectively
implement the necessary functionality and required the involvement of programmers
for any changes to the website. Content Management Software successfully solves this
problem. In Ukraine, CMS is called a "content management system”, "content
management system" or "content manager”. A simpler name is often used - "website
engine". CMS is a software package that allows you to automate the process of
managing a website as a whole and its components: page layouts, data output
templates, structure, information content, users and access rights. CMS divides
websites into two components: design (the appearance of the website as a whole,
individual pages, specific blocks of information) and conmtemt (content). Website
design, as a rule, is a template and changes much less often than content (or does not
change at all). To enter content, no special knowledge is required, and almost everyone
who has worked in text editors knows simple techniques for formatting text. When a
page is called, the necessary information is selected from the database and a web page
15 generated based on it. The administrator module allows you to make changes to the
structure of the website and its content.

Despite its advantages, it 1s CMS that are often the reason for receiving
unauthorized access to data. New vulnerabilities in popular CMS are constantly being
published, the possibility of exploiting which threatens the security of the entire server.
Protecting the content management system will significantly increase the security of
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the server from external threats, and vice versa - CMS vulnembilities can reduce all the
efforts of the administrator to "nothing™ [1].

Let's consider the most common freely distributed content management sysiems,
paving special attention to their secunty syslems.

Joomla! 15 a relatively voung, but already very popular content management
system, which has been successfully competing with CMS Drupal for the lead among
content management systems since its first version, and has not lefi the top three for all
these years. Joomla! 15 a set of senpts written in the PHP programming language using
MySOL. In web applications, there are two parts of code development and execution:
server and client. The client part includes HTML, CS5, Javascript, and the server part
includes ASP, JAVA, PHP, ete. To use the server part, Joomla! (like other CMS, in
particular Wordpress and Drupal) requires the installation of a local DEN'WER server,
which, in fact, organizes its own hosting for the chient.

The man charactenstics of Joomla! are as follows:

- 1 module for receiving news, articles and links from remote authors;

- u material status planner - a content schedule (publications of any materials can
be limuted by deadlines - both the start of receving matenals and the end);

- multi-level approval of changes (moderation of published materials):

- the ability to add sections and those by the users themselves;

- warious modules (latest news, visitor counter, detailed visitor stalistics, guest
book, forum, voting and others);

- archive manager for posting outdated materials;

- secunty module for mult-level authentication of users

and administrators;

- recording of user actions (logging);

- protection agamst automatic form Olling (CAPTCHA);

- suppaort for a secure protocel when working with the system (SSL);

- the ability to restnct access (0 certain sections of the site only for registered
users;

- sile search.

In general, the Joomla! secunty system is primarily a direct update and refinement
of errors and holes in the CMS system itself {and not individual applications). Security
issues are resolved by a separate group of developers - Joomla! Securnity Center. The
official and constantly wpdated list of vulnerabilities of Joomla! extensions with
recommendations for their elimination is located at http:/docs_joomlaorg.

The followmng are the most mteresting and critical valnerabilities at the moment.

Joomla! is vulnerable to CSREF attacks (“Cross-Site Request Forgery™). This type
of attack is aimed at simulating a user's request W a third-party site. The antacks allow
each regstered user who does not have privileges to obtain Super Admmistrator nghts
- add and delete users, change content, site structure, ete. In addition, the attack allows
vou o install extensions on the site, i.e. upload a malicious PHP script to the server
(2]

Also in the Joomla! & vulnerability has been discovered that allows an attacker to
manipulate data. It exists due to an error in XML-RPC (Extensible Markup Language
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Remote Procedure Call). XML-RPC, like any other RPC interface. defines a set of
standard data types and commands in combination with the Blogger API plugin, which
can be used to manipulate or exclude aricles. This vulnerability is present in all
versions of Joomla. Another vulnerability has been discovered that leads o data
disclosure n Joomla! and allows a remote user to perform cross-site seriptng (XS5,
Cross Site Seripting) - a type of vulnerability in interactive information systems that
oocurs when, for some reason, user scripls get info the pages penerated by the server.
The vulnerability exists because the software allows an attacker to access vCard (a
standard file format for exchanging electronic business cards) of other users using a
specially formed URL.

In addition, Joomla! uses a vulnerable version of TinyMCE (a Tiny Moxiecode
Content Editor is a platform-independent content editor). A remote user can view the
contents of arbitrary files on the system and execute arbitrary seript code in the victim's
browser in the security context of the vulnerable site.

Let's list the main recommendations for improving the secunity of sites bult on
Joomla!:

L. It 15 necessary to promptly update Joomla! from the official site, since fresh
updates, as a rile, close the next set of discovered valnerabihities. Before updating, it
is recommended to check the installed extensions for compatibality with it.

2. Since the 551 protocol is the most reliable and universal option for protecting
the confidentiality of transactions and conducting secure two-way authentication of
users, it 15 strongly recommended to use it

3. To increase the security of the super administrator account, it 15 recommended
to change its name - in this case, dunng an attack, it will be necessary to select a par
of login/password values. 4. Particular attention should be paid to protecting system
files, in particular, moving the crtical configuration.php file from the public_himl
directory, closing the entire contents of the public_html directory and other important
files and directories from writing, changing the path to the logs (log files) and temp
(temporary files) directories. For additional security, you can use the Apache server
hiaccess file o password-protect criical directories. This 15 usually enough to block
typical attacks.

5. All unused files and directories should be deleted, including the directory
contamming the files dunng mnstallation. When uninstalling extensions, vou should
check whether the directories and files associated with this extension, including
database tables, have been deleted.

6. It 15 advisable o remove the XML-RPC server if its presence 15 nol necessary;
in addition, it is recommended to tum off the emulation of global variables, since it 15
not used by the system, but guarantees the vulnerability of the server on which it 1s
installed.

WordPress 15 another popular content management system from freely distributed
CMS3. This platform is usually used for blogging, but it 15 also successfully used in web
projects for other purposes. Wordpress itself is not very functional, so plugins are used
to expand functionality. The PHP programming langiage and MySOQL database are
used to write and implement plugins for Wordpress [3].
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Main features:
- support for web standards (XHTML, C85), RS5, Atom, trackback, pingback
technologes:

- multi-level approval of changes (moderation of published materials);

- material status planner (content schedule);

- customizable feedback forms;

- aceess control (distribution of nghts);

- support for a secure protocel when working with the system (SSL);

- support for plug-ins - plugins and themes that allow vou to easily change both
the appearance and methods of data output;

- site search. For example, such websites as the Open Catalog of Scientific
Conferences www konferentru, Conferences of the Intemational Club of Web
Developers function on the basis of the WordPress engine.

To expand the ability to manage user rights and improve the secunty of the CMS
Wordpress, many pluging have been written, of which I would like to recommend the
following.

L. Role Manager — allows you to manage roles, set up permissions for roles, create
and edit permissions for registered users, which allows the administrator to define a
unique range of tasks performed by each user.

2. Role Scoper — allows vou to control access rights to features, determining which
authors are allowed to do what. You can create several groups, defining their own rights
for each, and then sort all authors into groups. You can directly manage publications
by adding them to specific groups.

3. Level2Categories 2 — organizes a connection between the user level and the
category of publications so that only users of a certain level can publish entries in the
selected category.

4. WP Secunty Scan — scans and checks the site for vulnerabilities (incomrectly
sel permissions, simple passwords, etc.).

5. WordPress Exploit Scanner — scans the site for exploits. In addition, it scans
installed plugins for security.

In addition, you can create a blackhst and word filters. With their help, vou can
simply block any comment that contains a prohibited word or send it for manual
merderation. The greatest effectiveness in the fight against spam can be achieved with
the help of the so-called capicha (CAPTCHA)

- a picture with a set of characters that allows you to protect voursell from
automatic spam robots. In general, there are several dozen plugins for spam profection.

Comments Himl Spam YVulnerability allows a remote attacker to bypass security
restrictions on the target system. The vulnerability exists becanse it 1s possible to create
two authentication cookies ("wordpressuser” and “wordpresspass") from the data in the
"users” table. Using this module will bypass the authentication mechanism and allow
logging in with admimstrator nghts [4].

WordPress Pnvacy Breach allows a remote attacker to gain unauthorized access
to sensitive information on the target system. The vulnerability exists because
WordPress uses predictable cookies to determme the author of a comment. An attacker
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can guess and then replace cookies sent by the original author, which will allow him to
view comments from other users. Exploitation of the vulnerability requires knowledge
of the comment author's name and email address.

Multiple vulnerabilities in Wordpress allow a remote attacker to perform a DoS
attack and execute arbitrary code on the target system. The vulnerabilities occur due o
an error in mput data validation.

The following basic recommendations can be listed to improve the securnty of
sites built on WordPress:

1. The first recommendations we gave in the previous section are also completely
suitable for this CMS - it is necessary o repularly update the system, use the S5L
protocol to improve the secunity of network traffic and change the admimstrator name
{more precisely, it is advisable to create a new admimstrator account and delete the old
one}.

2. It 15 recommended to change the path to the WordPress directory containing
system files and directones - to do this, it 15 enough o rename the directory and
configure the wp-config.php confipumtion file in accordance with the changes. In
addition, it is advisable to move the wp-config.php file itself, and also use the hiaccess
file to protect its conlents.

3. It 15 advisable to change the standard path to the authorization page.

4. It is recommended to organize protection of directories on the server from
viewing. It s often possible to get a list of the system directory wp-includes by simply
adding its name to the file name in the browser command line, which is not safe.

5. It is recommended to hide the version of WordPress used, since knowledge of
the version will allow an attacker to more specifically exploit system vulnerabilities,
which are mostly tied to versions. This can be achieved by adding the code
remove_action('wp_head', '‘wp_genemtor”) to the functions.php file.

The standard delivery provides the following set of functions:

- ready-made solutions for typical tasks: support for blogs, forums, news, books
and polls;

- unified categonization of all types of content (taxonomy), nesting of categonies
of any depth;

- rubrication mechanisms: each document on the site can be included in one or
more calegones, the categories themselves can form hsts or complex hierarchical
struciures;

- multi-level approval of changes (moderation of published materials);

- support for XML formats: output of documents in RDF/RSS, aggregation of
maferials from other sites, BlogAPI for publishing matenals using external
applications;

- support for common authonzation between Dirupal sites (“partner sites™).

Access nights are differentiated by assigning one or more roles (o users; access
rights to various site functions are directly assigned to roles. Plug-in modules
themselves determine which of their functions to grant access to certain roles. For cases
where such a scheme 15 insufficient, a more powerful mechamsm can be used based on
assigning rights (to view, create, change and delete) to each individual document. But
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the mnterface for managing this mechansm 15 missing i the current version of the
CM35; additional modules are offered for its use. The functionality 15 supplemented by
themes and plugins. The limited volume of the article does not allow us to descnbe at
least the man plugns that increase network secunty, especially since there are
sometimes dozens of plugins available to choose from to solve each problem.

It is precisely becanse the main load falls on add-ons that Drupal 15 often refermed
to as a CMF (Content management framework). Drupal has analogues in the role of
combining the concept of CMF and CMS m one product, but Drupal is the easiest for
the wser. The only thing to keep in mind is that when new versions are released,
backward compatibility of the APQ is not guaranteed.

A number of large corporate sites AOL, NASA, Ubuniu, work on the basis of
Dirupal, so the developers ake security senously. A special Drupal Security Team has
been organized, which monitors all reports of security issues, analyzes the code for
possible vulnerabilites, and provides support to developers of add-on modules on
SECUrily ISSUes.

Let's consider some Drupal valnerabilities that are used when implementing third-
party code in the CMS and mainly represent cross-site senpling.

Bypassing securily restnctions and vielating information privacy in Drupal
products is the most acute problem for the secunty of the system. Existing
vilnerabilities allow a remote attacker to bypass secunity restrictions and obtain access
to sensitive information on the target system. The vulnerability exists due to improperly
established access nghts. An attacker can use the Tracker Module and the "Recent
posts" page o obtain the project name and other information about the projects,
provided that the project or post 15 promoted to the first page.

A vulnerability exists due to an error in the procedure for vahidating comments
lefi by users, which allows a remote attacker to execute arbitrary code on the target
system. An attacker can transmit specially crafted comments, which will lead to the
execution of arbitrary code.

An error i the text of the filter functions can be used to bypass filters via mvalid
UTF-8 sequences. This can be used to insert arbitrary script code that will be executed
in the wser's browser in the context of the site's secunty.

The aggregator module allows users to perform certain actions using HTTP GET
requests without performing any data validation to verify the request. This can be used
to remove elements from certain channels when the user visits specially crafied pages

3].
) Each of the considered CMS systems has its own distinetive feature: design and
flexibality (Drupal), convenience and ease of wse (Joomla), lightweight and user-
friendly interface (Worpress). There is a very important component in each of these
systems - this 15 the secunty of the CMS admimistrator and the protection of user data.
Considering the specifics of CMS securnity, we can conclude that the most secure for
the user s Drupal, it does not allow an intruder to fully manipulate user data, the core
of the system 15 stable and regularly wpdated, but the bult-in information security
functions are clearly not enough to build a secure multi-user syvstem. In addition, the
flexibality of the system in terms of security plays a negative role: since users are forced
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o use plugins to solve almost all problems, choosing them from thousands of available
omnes, the stabality of the system will be determined by the stability of the plugins (or
rather, the stability of the weakest of them). OF course, the security team monitors the
vulnerabilities of the core and the most popular add-ons, but it 15 impossible to process
all of them, and the main burden of checking your system for vulnerabiliies falls on
the end user - the site developer or the svstem administrator. The most vulnerable
system 15 Wordpress, it has (oo many access points and vulnerabalities, both for user
data and for protecting the super admimstrator password. Joomla 1s the most advanced
and stable in terms of security of all the presented systems. The manufaciurers of this
CMS pay a lot of attention to protecting user and administrator data already in the basic
delivery of the system (especally i the latest version), and in most cases, to eliminate
critical vulnerabilities, it is enough to simply update the system. As with Drupal, a
positive role is played by the ability for users to report vulnerabilities and critical errors
found both in the core of the system and in add-ons, which helps to fix them in a timely
TEAnnEr.
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The features of modern VPN technology - networks, which is very relevant at the
present time, are considered. which i1s mainly related to ensunng security on the
Internet. Security measures are used by both companies and ordinary users. This allows
staff to work remotely and use company data without fear of information leakage. The
purpose of the study is to develop an algorithm for organizing a secure connection of
a distributed corporate network to the Internet.

Keywords: protection of computer networks, Virtual Private Network (VPN)
technologies.

At any enterprise, in the course of which confidential information 1s processed,
along with it, there is a need to protect it. The creation of more advanced data
transmission channels, methods of protecting these channels, their physiology, and
software perfection of the data transmission system is constantly underway.

Depending on the channels of data transmission in which information circulates,
various methods of its protection are used and conceptually different approaches to
protection are required.

For enterprises, the distinguishing feature of which is the constant growth and
increase in the number of employees, as well as having remote offices, the most optimal
will be the use of virtual private networks. Virtual prnivate networks (VPN - Virtual
Private Network) are a secure connection that 15 created within an unsecured network
using open communication channels by creating an encrypted channel. Simply put,
such a connection can be imagined as a tunnel laid through the Internet.

Virtual networks have become widely used due to their cost-effectiveness and
high security, especially when using distributed computing networks. In VPN
technology, technologies that include elements of network shielding and mechanisms
for cryptographic protection of network traffic are used to protect computer networks
[1].

VPN, with the help of special programs, combines separate computers and local
networks to protect the transmitted information. When connecting to a server located
in a VPN public access network, the technology forms a channel that protects
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information using encryption algorithms. Thus, a protected tunnel for data transmission
is formed within an unprotected network. Simply put, VPN allows you to virtually
connect one network to another as if they were connected by wires, while all oulgoing
and ncoming traffic 15 encrypled. which makes this technology safe.

To develop an algonthm, it is necessary to present a typical structure of the
enterprise network organization. The basis is a small or medium-sized enterprise with
a central office and several remote ones, and for which it is necessary to exchange
confidential information between offices. Due to the limited budget, the content of the
channels allocated by the provider 15 not possible, so the exchange of mformation 15
provided through open Internet channels [2].

It is necessary to develop an architecture that includes the following components:
the striucture of the main and remote offices, which are able to carry out information
exchange among themselves, the orgamzation of a secure network infrastruciure,
typical for networks of any scale and providing protection against the main threats to
information security; flexible possibilities of network settings (Pic. 1).

How a VPN works
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Picture 1. — The pnnciple of VPN works

The example presents a high-level network diagram demonstrating the business
connectivity that can be implemented using a designed architecture that includes a
central office and two remote offices. The network 1s butlt using WAN routers {Cisco
2811y and LAN switches (Cisco Catalyst 2960). The following technologies will be
used o organize and support data opportunities when developing the architecture:
Standard Cisco [PSec, which provides a VPN connection between the company's
offices: dynamic routing based on the OSPFv? protocol; RAT technology for
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translating private [P addresses into public [P addresses; ACL access hists for restricting
access o enterprise network resources; VLAN technology for delimiting access within
the broadeasting domain of the local network: access control to network devices based
on password authentication using a list of privileges; traffic mirroring on the switching
device to momtor network activity; remote management of network devices based on
the secure S5H prodocol.

To implement the algorithm, it was necessary to choose a modeling environment that
meets the requirements of the enterprise's corporate distnbuted network organization.
For this purpose. it was proposed to use the official modeling environment Cisco
Packet Tracer v 6.2, in which a disinbuted corpomte network was built and configured,
using public access channels to organize interaction between offices [3].

Before connecting the local network of the office (o the Internet, it is necessary (o
ensure the internal secunty of the local network, so the presented sequence of actions
was chosen:

. Ensunng the secunty of the local network (restrniction of access to network
devices, sefting up remote management of network devices, setting up control over the
addition of new devices, VLAN configuration).

2. Ovgamization of a secure connection to the Internet (configuration of traffic
mirroring on the central switch, configuration of access hsts o local and remote
resources, implementation of a Standard Cisco IPSec VPN connection between remote
offices, configuration of PAT).

3. Checking the functioning and security of the network.

Restricting access (o network devices 15 considered a necessary measure that
limits access (o changing network equipment setfings and 15 a mandatory measure for
border network equipment. For the comect use of network devices and separation of
duties, it 15 necessary (o enter privileged access (o the devices:

- the user cannot apply changes and view configuration files;

- the support agent also has user capabilities and access o the ping commuand;

- the administrator’s assistant has the capabilities of a support agent and the ability
o reboot the equipment;

- the administrator has full access to the device configuration:

- connecting via the telnet prodocol (setting up remote access) is extremely unsafe,
as it transmits passwords over the network in the open; the 55H protocol 15 used o
protect this confidential traffic.

Control of adding devices. It s implemented due o port security settings on
access swilches. Each imterface of the switch is assigned the MAC address of the
network adapter authorized for this interface. This solution 15 also able o protect the
local network from denial-of-service attacks, which are implemented by overflowing
the MAC address mble.

VLAN configuration. Each tnit 15 tied to its access switch and 15 in ats own VPN,
the iterfaces of these switches are associated with the number of this virtual network.
Interfaces of switches that must transmit the traffic of several YPNs are designated as
trunk interfaces: on the border router, several subinterfaces are allocated for each
VLAN.
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Traffic muroring on the central switch. It 15 used to monitor Internet traffic
coming from the network using IDS or a raffic analyzer installed on a workstation
controlled by a system administrator. With the use of mirmoring, traffic control s
hidden from ordinary network users and intruders.

Configuring ACL access lists. The main ones are access lists (o shared network
resources - servers. These lists partly perform the functions of a firewall, as they are
able to filter traffic by destination address, source, and profocol type.

Due to the fact that the control of addresses is carnied out on the border router, the
task for access lists (o servers 1s to control the ports allowed for use.

Implementation of VPN connection between remote offices. Sefting up border
routers is chameterized by the key exchange method (ISAKMP), the encryption
method (AES), the hashing algorithm (SHA-1). the authentication method (key
exchange when creating a connection), the Diffie-Hellman kev exchange method of
the second group (1024 bits).

The RAT setup is complicated by the use of VPN technology for the comrect
configuration, which requires an exception from the transmission of traffic between
remote offices, since the [PSec protocol already broadeasts the traffic specified in its
access lists.

Checking the performance and security of the network implemented with the help
of the proposed algorithm s performed step by step. The fisst step 15 to check the
performance and security of the network equipment of the local network. The second
stage 15 considered to be a check of the functionality and secunity of access o the
Internet and interaction with remote offices [4].

Thus. as a result of the application of the algonthm proposed by us, VPN settings
can be tested for comeciness and compliance with secunty requirements.

The modeled secure corporate network 15 capable of counteracting the main
security threats and is applicable in practice.

In this article, the technology of VPN functioning was investigated. In accordance
with the presented classification, we selected solutions implemented at the channel,
network, and session levels of the OS] model. For practical implementation, a solution
based on the IPSec protocol was chosen due to s wide distribution and
standardization.

Additional means of ensuring corporate nefwork security were also studied. The
IPSec protocol stack was analyzed, 1ts mam components were considered: AN, ESP,
IKE. The stages of establishing a connection when orgamzing a tunnel were
highlighted and a cryptanalysis of this protocol stack was performed. A conclusion was
made about the swtability of using the [PSec protocol stack for orgamzing a secure
connection to the Internet of a distributed corporate network.

Dunng the study, options for orgamzing VPN connections based on Cisco
equipment were studed. Five solutions were analyzed: DMNVPN, Easy VPN, GRE-
based

VPN, GET-VPN, standard IPSec, the advantages, dsadvantages and scope of
apphication of each of them were highlighted. Based on the study, standard IPSec was
selected for implementation, the key advantage of which is multi-vendor. However, for
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the case when the number of remote offices is large, it is recommended o use
DMNVPN or Easy VPN instead of [PSec [5].

An algorithm for orgamzng a secure connection of a distnbuted corporate
network to the Internet using Cisco equipment was developed. It meludes the stages of
ensunng the secunty of network equipment, mternal resources of the company's
network, organizing secure interaction between remote offices and controlling access
to the Intemnet. To implement the algorithm, a typical distnbuted corporate network
was simitilated, including the main office and several remote offices. The algonthm was
implemented i the official Cisco Packet Tracer modeling environment. Network
protection was tested for operability, according to the results of which it was concluded
that the developed algorithm can be used to ensure secure Internet connection of a
distnibuted corporate network of small or medium-sized businesses.
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